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Sample Workplace Violence Emergency Preparedness Plan

Violence in the workplace is on the rise.  Everyone is affected, directly or indirectly, by an act of violence.  It is imperative that we attempt to prevent the act and how to deal with a violent incident.

1. Form a Crisis Management Team

· Provide trauma training

· Assign media responsibilities

· Establish telephone teams

· Develop an emergency evacuation plan

· Establish a second source of communications

· Assign personnel to assist in calming witnesses

· Train personnel for debriefing

· Increase security measures

· Assign personnel to assist with post traumatic stress

· Keep employees informed

2. Five Categories of Violence

· Emotionally enraged

· Angry spouse or relative

· Random violence

· Violence against law enforcement

· Terrorism/Hate crimes

Sample Workplace Violence Emergency Preparedness Plan (Continued)

3. Liability Costs

· Negligent retention (of violence prone employees)

· Negligent hiring

4. Characteristics of Those Who Commit Violent Acts

· History of violence

· Psychosis

· Romantic obsession

· Chemical dependence

· Depression

· Pathological blamer

· Impaired neurological functioning

· Elevated frustration with environment

· Interest in weapons

· Personality disorders

5. Increasing Safety

· Better screening of personnel

· Training programs to deal with stress

· Training in workplace violence

· Management/Prevention plan

· Physical security

· Zero tolerance

Tax Information and Background Questionnaire
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MAKING THE RIGHT SELECTION 

General reminders about issues you should keep in mind as you review applications and conduct interviews with candidates for your position: 


· Does the individual possess the basic competencies required to do the job? You may request samples of work products. 


· Does the employee have a stable work history (e.g., demonstrated that s/he can hold a job for more than one year)? 


· Has the individual provided his/her most recent performance appraisal? If not, feel free to ask for a copy. 


· Is the individual's attendance acceptable? Attendance records may be requested of the applicant. 

DO NOT ASK: 

· Questions regarding a candidate's medical history 

· Questions regarding a candidate's personal life, e.g., marital status, childcare issues, plans to have children, age, religious beliefs, etc. 

REFERENCE CHECKS 


The attached document provides a guideline for making reference calls on potential candidates prior to offering a position. It is strongly recommended that you contact (at a minimum) the supervisor of the candidate's present job and one former supervisor. REMEMBER: An applicant wants you to see only the positives. The process of checking references ensures that you have a complete picture before you make your decision. 




MAKING THE RIGHT SELECTION (Continued)

Sample Reference Check Guide

Name of person conducting this reference check: ____________________Date:_______ 


Name and title of person responding: ________________________________________ 


Supervisor ? ____ Other (please identify): _______________________________________ 


Applicant's Name: ____________________________Applied for: _________________ 


Place/Dates of Employment: _____________________ FROM: _______ TO: ________ 


1) What were the applicant's primary responsibilities while in your employ? 






2) How would you rate the employee in the following ? (Please circle the appropriate choice or indicate N/A if not applicable or not observed.) 




PRIVATE
Initiative 




Ability to organize and prioritize assignments 




Written communication skills 




Verbal communication skills 




Ability to work independently 




Ability to work with others - teamwork 




Technical accuracy and attention to detail 




Ability to analyze and solve problems 




Discretion with sensitive/confidential information 




Ability to make decisions (soliciting input as needed) 




Ability to supervise others and manage resources 




Attendance/Dependability
5 . . . . 4 . . . . 3 . . . . 2 . . . . 1
(high) 


(low) 


5 . . . . 4 . . . . 3 . . . . 2 . . . . 1
(very capable) (not capable) 




5 . . . . 4 . . . . 3 . . . . 2 . . . . 1
(strong) (needs improvement) 


5 . . . . 4 . . . . 3 . . . . 2 . . . . 1
(strong) (needs improvement) 

5 . . . . 4 . . . . 3 . . . . 2 . . . . 1
(very capable) (not capable) 


5 . . . . 4 . . . . 3 . . . . 2 . . . . 1
(very capable) (not capable) 



5 . . . . 4 . . . . 3 . . . . 2 . . . . 1
(high) 


(low) 




5 . . . . 4 . . . . 3 . . . . 2 . . . . 1
(very capable) (not capable) 


5 . . . . 4 . . . . 3 . . . . 2 . . . . 1
(high) (low) 


5 . . . . 4 . . . . 3 . . . . 2 . . . . 1 
(very capable) (not capable) 




5 . . . . 4 . . . . 3 . . . . 2 . . . . 1
(very capable) (not capable) 




5 . . . . 4 . . . . 3 . . . . 2 . . . . 1
(very dependable) (recurring problems) 
N/A 




N/A 




N/A 




N/A 




N/A 




N/A 




N/A 




N/A 


N/A 




N/A 




N/A 




N/A 




N/A 




Would you rehire this employee? Yes____ No____ If not, please explain

Any additional comments:

OFFICE OF CHILD SUPPORT ENFORCEMENT AGREEMENT TO SAFEGUARD CONFIDENTIAL DATA

I, ______________________________________, acknowledge that I have access to confidential data maintained by the Federal Office of Child Support Enforcement in one or more of the following programs:

· Federal Parent Locator Service – which includes data from the following external agencies:  the Federal Bureau of Investigation, Department of Veterans Affairs, Social Security Administration, Department of Defense, and Internal Revenue Service.

· National Directory of New Hires – which includes new hire, quarterly wage and unemployment insurance data;

· Federal Case Registry – which includes data on IV-D and non IV-D child support cases;

· Multi-State Financial Institution Data Match – which includes data from financial institutions;

· Tax Refund Offset Program – which includes data from the Internal Revenue Service;

· Project 1099 – which includes unearned income data from Internal Revenue Service.

I agree that I will obtain, use or disclose such data only in connection with the performance of my official duties solely for authorized purposes, including:

· child support enforcement purposes (42 USC s.653 (a)(2));

· administration of the Federal tax laws (42 USC ss.653(h)(3) and (i)(3));

· administration of the Social Security program (42 USC s. 653(j)(4));

· research purposes (42 USC s. 653(j)(5));

· parental kidnapping and child custody and visitation purposes (42 USC ss.663 (b)(1), (b)(2), (e) and (f)

I agree to maintain the confidentiality of Federal tax returns and return information in accordance with the provisions of the Internal Revenue Code (26 USC s.6103)

I understand that failure to safeguard confidential data may result in the imposition of penalties, including fines, costs of prosecution, dismissal from office, discharge from employment, and imprisonment.  (42 USC s.653 (1); 26 USC ss.7213, 7431, 5 USC s.552a (i)).

If I observe any conditions, which could cause said information to be compromised in any way, I understand that it is my responsibility to take action to safeguard OCSE data and report the incident to my manager.

I agree that my obligation to safeguard the confidentiality of FPLS data shall survive the termination of my employment with the Federal Office of Child Support Enforcement.

ACKNOWLEDGED AND WITNESSED:
______________________________________




____________________


(Employee)









(Date)

______________________________________




____________________


(Employee)









(Date)

Non-Disclosure Oath

I, _________________________________, an employee, (contractor, or agent) of the Office of Child Support Enforcement, having access to the information in the system of records maintained by the Federal Parent Locator Service (FPLS) to locate absent parents as required by 42 U.S.C. 653, swear (or affirm) that I will not reveal any of the information so maintained, except for the purposes of:

1) Obtaining address information of absent parents from any department, agency, or instrumentality of the United States or of any State (see 42 U.S.C. 653(b));

2) Providing address information obtained pursuant to (1) above to the State Parent Locator Service requesting such information pursuant to 45 C.F.R. 302.70 (see 42 U.S.C. 653 (b));

3) Providing information in records maintained by the FPLS to individuals, when such individuals request such information about themselves pursuant to the Privacy Act of 1974 (P.L. 93-579), 5 U.S.C. 552a(d);

4) Disclosing information except as provided in (3) above pursuant to the Privacy Act of 1974 (P.L. 93-579) upon approval of the Chief, Operation Branch, FPLS.

I understand that my grossly negligent or willful disclosure of FPLS records other than as prescribed herein can result in prosecution for a misdemeanor or felony resulting in fines, imprisonment, or civil liability.

Virus Glossary of Terms 


- B 



Boot Sector Infector: A virus that infects the original boot sector on a floppy diskette. These viruses are particularly serious because information in the boot sector is loaded into memory first, before virus protection code can be executed. A "strict" boot sector infector infects only the boot sector, regardless of whether the target is a hard disk or a floppy diskette. Some viruses always attack the first physical sector of the disk, regardless of the disk type. 

­ C 



Companion Virus: A viral program that does not actually attach to another program, but which uses a similar name and the rules of program precedence to associate itself with the regular program. This kind of virus is also referred to as Spawning. 

­ D 



Dropper: An executable file that, when run, "drops" a virus. A 'Dropper' file has the capability to create a virus and infect the user's system when it is executed. When a 'Dropper' file is scanned, the scan will not detect a virus, because the viral code has not yet been created. The viral code (and virus) is created when the 'Dropper' file is executed. 

­ E 



Encryption: A change made to data, code, or a file such that it can no longer be read or accessed without processing (or unencrypting). Viruses may use encryption in order to hinder detection by hiding their viral code. Viruses may also encrypt (change) code or data on a system as part of their payload. See also Polymorphic. 

­ F 



File Infector: A virus which attaches itself to, or associates itself with, a file. File infectors usually append or prepend themselves to regular program files or overwrite program code. The file-infector class is also used to refer to programs that do not physically attach to files but associate themselves with program filenames.
Additional Information: Top File Infecting Viruses 

­ H 



Hex: Short for hexadecimal. Hex- is a prefix for 6 and -decimal is a suffix for 10, so this represents numbers in base 16. Because there are more than 10 digits, values 10 through 15 are represented by letters A through F respectively. This representation is used in computer programming.


Hoax: This is usually an email that warns of a non-existant or a valid virus that does more harm in spreading fear.

Virus Glossary of Terms (Continued)


Hole (as in a "hole" in system memory): When DOS is starting, it begins allocating areas of memory below 640 K, which are used to store information. There are some places where there are gaps in the allocated memory. These gaps are unallocated and unused, and they are considered to be "holes" in system memory. A hole in system memory may also be created in DOS because as DOS loads programs, it often rounds off the amount of memory allocated to the program. For example, a program might need 1025 Bytes (1Kb + 1 Byte). When DOS loads this program, it may allocate 2Kb of memory for the program. Thus 1023 Bytes are actually unused. This unused portion is considered a "hole." 

­ J 



Joke Program: This is not a virus, but a program that may bring fear to a user that their hard drive is being formated or their cd tray opens and closes automatically. 

­ M 



Macro: A saved set of instructions that users may create or edit to automate tasks within certain applications or systems.  A Macro Virus is a malicious macro that a user may execute inadvertently and that may cause damage or replicate itself. 


Master Boot Record (MBR)/Boot Sector Infector: A virus that infects the system's Master Boot Record on hard drives and the Boot Sector on floppy diskettes. This type of virus takes control of the system at a low level by activating between the system hardware and the operating system. A MBR/Boot Sector virus is loaded into memory upon boot-up, before virus detection code can be executed.
Additional Information: Top Master Boot Record/Boot Sector Infectors


Memory Resident: A program that stays in the active RAM of the computer while other programs are running. Accessory software is often of this type, as is activity monitoring and resident scanning software. Viruses often attempt to "go resident". This is one of the functions an activity monitor may check. See also Terminate-and-Stay-Resident.


Multi-partite Virus: A virus that infects Master Boot Records, Boot Sectors, and Files. See also Master Boot Record/Boot Sector Infectors and File Infectors.
Additional Information: Top Master Boot Record/Boot Sector Infectors and Top File Infecting Viruses 

­ P 



Parasitic: A virus that requires a host to help it to spread.


Payload: The code within a virus that is not part of detection avoidance replication capabilities. The payload code may cause text or graphics to appear on the screen, or it may cause corruption or erasure of data.

Virus Glossary of Terms (Continued)


Polymorphic: A virus that attempts to evade detection by changing its internal structure or its encryption techniques. Polymorphic viruses change their "form" with each infection in order to avoid detection by antiviral software that scans for signature "forms."  Less sophisticated systems are referred to as self-encrypting. See also Encryption. 

­ S 



Spawning: A viral program that does not actually attach to another program, but which uses a similar name and the rules of program precedence to associate itself with the regular program. This kind of virus is also referred to as a Companion Virus.


Stealth: A virus that uses one or more of various techniques to avoid detection. A Stealth virus may redirect system pointers and information in order to infect a file without actually changing the infected program file. Another Stealth technique is to conceal an increase in file length by displaying the original, uninfected file length.


System Hang: A complete failure of the operating system. When a program fails, it usually has an opportunity to display an error or diagnostic message. If the entire system fails, such a message will not appear, and input is usually blocked (keystrokes and mouse clicks will be ignored). In the worst cases, the system cannot be restarted without turning the system off completely. 

­ T 



Terminate-and-Stay-Resident: A program that remains active in memory while other programs are run on the system. Examples of TSRs are VShield, a DOS-based mouse, or a CD-ROM driver. See also Memory Resident.


Trigger: An event that a virus writer has programmed the virus to watch for, such as a date, the number of days since the infection occurred, or a sequence of keystrokes. When the trigger event occurs, it activates the virus, which then dispenses its payload.


Trojan Horse: A program that either pretends to have, or is described as having, a set of useful or desirable features, but actually contains a damaging payload. Most frequently the usage is shortened to "Trojan."  Trojan Horses are not technically viruses, since they do not replicate.


Tunneling: A virus that avoids standard interfaces to infect files. This allows the virus to infect files without being noticed by a behavior blocker. 

­ V 



VBS: New method of spreading viruses by using Visual Basic Scripting. Not usually a problem, unless a user has either IE5 or Outlook 98 or higher.


Virus: A software program that attaches itself to another program in computer memory or on a disk, and spreads from one program to another. Viruses may damage data, cause the computer to crash, display messages, or lie dormant. 

­ W 



Worm: This is not technically a virus, but usually spreads via email or IRC (Internet Relay Chat).

Assessment Tool

Security Assessment Tool

The Child Support Program has recently made tremendous strides.  In the early 90’s the program was in the planning stages and had some automation.  In the late 90’s the automation hit fast and furious—the expanded Federal Parent Locator Service, CSENet 2000, and 43 States and Territories had certified statewide-automated systems.  With all the automation the 90’s brought us what can we expect in 2000 and beyond? 

The vast amount of information available to the child support program brings serious security implications to our day-to-day operations.  Identity Theft is reaching epidemic proportions; cyber-hacking is front-page news; and new viral threats are created daily.  Over 1 million people are hurt in the workplace annually due to workplace violence.  How much do child support managers play a role in this?  Managers are responsible for “safety in the workplace”.  What exactly does safety in the workplace mean?  Let’s look at this in what we refer to as a “Security Trilogy.”  PEOPLE:  the foundation of security begins with hiring highly qualified, conscientious employees and providing solid training as well as a safe and secure environment.  DATA:  the core of the child support program is the data that is available to the child support program—now more than ever we have access to an unprecedented amount of private information on Non-Custodial Parents (NCP’s) and Custodial Parties (CP’s).  We must take proactive measures to secure this data.  FACILITIES: the work location must provide for a safe and secure environment for employees and information.  

How does this impact the Child Support Program?  Managers can set the tone for security.  Your agency can be held liable for negligence—from hiring unqualified personnel to allowing harm to come to your employees, NCP’s, and CPs.  In order to provide for a secure workplace, you must identify and evaluate the risks your agency faces.  You must implement safeguards and continually update ongoing security programs.

The attached Assessment Tool is designed to help you assess your agency’s strengths and weaknesses with respect to security issues.  Please use this tool to evaluate each area, which will provide an assessment of where your office stands today.  You will find helpful information and suggestions that will assist you in each area.  Remember, every action you take will positively impact the child support program—making a strong program stronger! 
ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent








Written Policies and Procedures
1
2
3




1. The agency has a security mission statement.


(
(
(


2. There is a formal definition of objectives and formal policy statement on security endorsed by agency management.


(
(
(


3. There is a formal manual defining the agency’s security standards and procedures.


(
(
(

4. Changes in security practices are incorporated into the manual and disseminated to staff.


(
(
(




TOTAL =
(  (    (




Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

4-6
=
No action necessary.

7-12
=
Review written policies and procedures.*

*For information and resources available from OCSE on Security see page 14:  Security Resources





ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent






Physical Security


1
2
3


1. Employees are required to wear ID badges.


(
(
(


2. Access to the building is controlled.


(
(
(


3. Armed security guards are present.


(
(
(


4. Procedures are established concerning possession of weapons; visitors are either permitted to possess weapons, or are disarmed.  If visitors are disarmed, there is a secured holding place for the weapon.


(
(
(


5. Interview rooms or offices where the public is present with a worker are supplied with panic buttons.  Polices and procedures are in place for action when the button is activated.


(
(
(


6. Interview rooms are separate from employee work areas.


(
(
(


7. Video cameras are placed in strategic locations throughout the office.


(
(
(


8. All public access entryways have metal detectors.


(
(
(


9. All employee parking areas are sufficiently lighted.


(
(
(


ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



10. Cypher lock codes are frequently changed.


(
(
(


11. Furniture in interview rooms is situated for employees to have direct and easy exit (escape route).


(
(
(


12. Reception personnel are protected with bulletproof glass.


(
(
(


13. The public utilizes separate bathrooms.


(
(
(


14. Procedures are in place that dictate appropriate responses to viral and bacterial threats (Anthrax, etc.).


(
(
(


15. Procedures are in place that dictate appropriate security and safety drills.


(
(
(


16. State or local police departments provide periodic security assessments.


(
(
(


17. Contact numbers for police, fire, and emergency personnel are easily accessible to all staff.
(
(
(





TOTAL =
(  (    (








Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

17-20
=
No action necessary.

21-51
=
The safety of your staff and information may be at risk.  Review the physical safety section and carefully evaluate any answers that are marked 2 or 3. 

*For information and resources available from OCSE on Security see page 14:  Security Resources






ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent






Personnel


1
2
3

1. Job descriptions include accountability for security.


(
(
(


2. Applicant references and backgrounds are fully checked prior to employment.


(
(
(


3. Security and reference checks are completed on temporary and contract staff.


(
(
(


4. All employees sign a non-disclosure statement (or equivalent) at hire and annually.


(
(
(


5. Management personnel are responsible for security awareness on the part of the staff.


(
(
(


6. Management has taken steps to ensure that ALL employees are aware of the security polices and procedures.


(
(
(


7. Continuous updating of policies and procedures has been arranged to ensure that new or revised requirements are accommodated.


(
(
(


8. Policies, procedures, and disciplinary actions have been established to deal with  misuse of data.


(
(
(


ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent






9. There are written policies on conflicts of interest, outside employment, accepting gifts, drug and alcohol abuse, and stealing company property.


(
(
(


10. There are written policies that address falsifying records.


(
(
(


11. Security responsibilities are included in employees’ performance evaluations.


(
(
(


12. Personnel are penalized for security violations.


(
(
(




TOTAL =
(       (          (


Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

12-14
=
No action necessary.

15-36
=
Your personnel practices may leave your agency open to negligence in hiring.

Review the personnel
section and carefully evaluate any answers that are marked 2 or 3. 

*For information and resources available from OCSE on Security see page 14:  Security Resources 



ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent






Training


1
2
3

1. Employees are trained not to leave computer terminals unattended.


(
(
(


2. A security training plan has been developed.


(
(
(


3. Training programs include a review of security objectives and polices.


(
(
(


4. Security training is delivered to all staff regularly and consistently per an established schedule.


(
(
(


5. Employees are trained on proper disposal of confidential documents to include secure containers and shredding of data.


(
(
(


6. All employees are trained in their roles and responsibilities as outlined in emergency, disaster response, and contingency plans.


(
(
(


7. Management is involved in measuring the effectiveness of the security initiatives.


(
(
(


8. Staff has been assigned, trained, and participated in tests of emergency, disaster response, and contingency plans.


(
(
(


TOTAL =
(  (    (








Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

8-11
=
No action necessary.

12-24
=
Your training practices may need to be reviewed to provide increased safety in the 
workplace.  Review the training section and carefully evaluate any answers that are 
marked 2 or 3. 

*For information and resources available from OCSE on Security see page 14:  Security Resources





ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent






Budget/Resources
1
2
3

1. Budget and resources are dedicated to security initiatives.


(
(
(


2. Budget and resources are actually spent on security initiatives.


(
(
(


3. There a dedicated full-time Information System Security Officer (ISSO).
(
(
(





TOTAL =
(  (   (














Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

3
=
No action necessary.

4-9
=
Your budget and resources may need to be reviewed to ensure security is a priority.  Review the budget and resource section and carefully evaluate any answers that are 
marked 2 or 3. 

*For information and resources available from OCSE on Security see page 14:  Security Resources



ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent






Technical


1
2
3

1. Employees follow strict password and log-on protection procedures.


(
(
(


2. Virus detection and elimination software is installed on each personal computer.


(
(
(


3. Virus detection and elimination software is regularly updated automatically or manually.
(
(
(





4. Audit trails are established and monitored to prevent/reduce misuse of data.


(
(
(


5. Terminals are monitored closely to prohibit the installation of off-the-shelf and pirated software.


(
(
(


6. User access is restricted to minimum necessary to perform the job.


(
(
(


7. System tests are regularly conducted to determine if it is “hacker” proof.


(
(
(


8. All connections go through a “firewall” system.


(
(
(


9. Transmission of sensitive data is protected from unauthorized disclosure through encryption.
(
(
(





TOTAL =
(  (   (











Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

9-11
=
No action necessary.

12-27
=
Your technical resources may need to be reviewed to tighten security.  Review the
technical section and carefully evaluate any answers that are marked 2 or 3. 

*For information and resources available from OCSE on Security see page 14:  Security Resources 



ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent






Contingency Plans


1
2
3

1. Contingency plans are in place in the event of loss of personnel (strike, etc.), disasters, and emergencies.


(
(
(


2. Contingency plans specify who will (and how to) notify customers and staff in the event that the office is inoperable.


(
(
(


3. Contingency plans assign individual and team responsibilities in order to expedite mobilization of personnel.


(
(
(


4. Contingency plans are available that address back-up and recovery procedures.


(
(
(


5. Contingency plans have been tested and measured for effectiveness.


(
(
(





TOTAL =
(  (   (


Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

5-7
=
No action necessary.

7-15
=
Your contingency plans may need to be reviewed to ensure ongoing operations.  Review the Contingency Plans section and carefully evaluate any answers that are marked 2 or 3. 

*For information and resources available from OCSE on Security see page 14:  Security Resources

Security Resources

The Child Support Enforcement Program—Securing the Future Video:  Produced by OCSE, this 13-minute video draws attention to the data and physical security issues in child support enforcement.  Child support workers are privileged to have access to many powerful databases that provide them with timely and accurate data, which in turn improves our service to the children that we work so hard to support.  The video uses real life scenarios and interviews to demonstrate that the careless use of, or unauthorized access to, the data could result in physical harm to the families we serve, and that the data could be used in criminal activities such as fraud and identity theft.  The video discusses how protecting the data and ensuring the physical safety of our child support offices is essential to the continuation of our much-needed services.  In addition to the video, a copy of the script is available upon request.

The Child Support Enforcement Program—Securing the Future: Training of Trainers (TOT) Course:  This six-hour train-the-trainer course is designed to prepare trainers to deliver the security course to child support personnel.  The course focuses on raising security awareness and the need to make security a priority in your personal life, the child support program, and the office.  This course focuses on the changing world of technology and its impact on the job.  Participants in this course will receive all the materials necessary to deliver the course to child support workers  

The Child Support Enforcement Program—Securing the Future: A Manager’s Perspective:  Developed for managers in child support offices, this four-hour course is designed to focus on security from the manager’s perspective.  Managers will learn the critical role they play in ensuring security of information, personnel, and other assets, as well as the need for both security and disaster recovery plans.  The course will provide managers with an assessment of where they are in security preparedness and provide helpful tools to design and implement a comprehensive, successful security plan. 

The Child Support Enforcement Program—Securing the Future: The NSSA Perspective:  This course is currently being developed and will focus on the Network/Server/System Administrator’s (NSSA) responsibilities in safeguarding and protecting data on state automated child support enforcement systems.  The course will provide the participants with assistance in assessing the security and safeguarding practices and procedures within the IT environment, as well as the need for both security and disaster recovery plans.

Minnesota CSPC Disaster Recovery Plan
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TRAINING EVALUATION FORM

Course Title:  The CSE Program:  Securing the Future



Location:  ____________________________________

Date:  _________________________________


Instructor(s):  _________________________________

Instructions:  Please check the box in the column that best represents your response to each question.  Your comments are encouraged.  If more space is needed, please use the back of the page.  
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1.  Did the course meet your objectives and expectations?
Yes
No


     (Circle one.  If no, please explain.)





















2.  Will this course help you in relation to your job?
Yes
No


     (Circle one.  If no, please explain.)





















3.  What did you like most about this course?





























4.  What did you like least about this course?
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