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Risk assessment guidelines

Notes

· In Module 2 we discussed building a solid framework by hiring high quality, conscientious, and knowledgeable employees.  Appendix B helps you prepare to conduct a risk assessment.

Appendix B:   risk analysis guidelines

B.1 learning objectives

The topics to be covered in this appendix are:

· Identify an agency’s mission on security

· Describe how to conduct a risk analysis

· Define recommendations as a result of a risk analysis

· Explain the necessity of security budgets and allocating resources

NOTES

· The agency’s mission statement should be shared with all staff.

B.2 Agency’s mission on security

B.2.1 Define the Agency’s Mission on Security

The agency’s security mission statement should be a working/living document and be updated periodically to match the changes in technology and security as the program changes.

NOTES

· As we have discussed, appropriate security personnel is a must.  Now let's look at what measures management and security personnel need to look at to evaluate the risk to their agency.  

· Believe it or not you do one or more risk analyses every day of your life.  Every time you cross the street or pull out onto the highway, you do an analysis of the threats and vulnerabilities and then decide if the asset loss is acceptable.

· In the end the security analysis should indicate the current level of risk, the likely consequences of the risk taken place, and what to do if the risk is too high.

· Risk management is an ongoing proactive program for establishing and maintaining an acceptable security system.

· Ask participants what types of risks they face in their program?  How would you convince the appropriate personnel of the risk to get the needed support to reduce or eliminate this risk?

B.3 conduct risk analysis

B.3.1 Why Should a Risk Analysis Be Done

The tool of risk assessment does not provide a magic solution to problems. 

It can document and clarify the component of risk, leading to more efficient and effective utilization of resources and better decisions.

Risk analysis gives management the information it needs to make educated judgements concerning security.

Risk assessments or analysis will:

· Identify assets and controls

· Alert management to risks

· Identify issues that management should be aware of (liabilities)

· Pinpoint need for corrective action

· Provide guidance for resource expenditures

· Provide criteria for designing and evaluating contingency plans

· Improve overall awareness

NOTES

· Has anyone had any experience in risk analysis?  Let’s talk about who can conduct this analysis.

B.3.2 Who Can Conduct a Risk Analysis

Outside companies/agencies

Software—computer security risk analysis

Self exam by “local” internal security management

Security audits by senior management

Cross comparison by inter-agency senior management

NOTES

· Once we determine who will conduct the risk analysis we need to look at what the threats are that face our agency.

· What are the threats we face internally and externally?  What are the risks we face in responding to the threats?  We will explore how those threats affect our assets.

· When you want to assess the threats you may want to prioritize along with cost issues.  However, remember to analyze the penalties involved for inappropriate disclosure of information.

· Tell participants that 

Threats by people:

Unintentional employee actions 50-60%

Intentional employee action 15-20%

Outside action 1-3%

Physical and Environmental threats

Fire 10-15%

Water 5-10%

Electricity 1-5%

Natural 1%

· Discuss accidental threats with the participants.  What has been their experience with any of these threats?  Do they currently have plans in place to be prepared in the event that any of these should occur?  Are there any others that should be listed?

B.4 Threat Assessment

A threat is any action with the potential to cause a negative impact.  Identify the potential events that could place the assets at risk.

B.4.1 What are the Threats to our Program?

Interruptions of communication 

Inability to access data

Unauthorized access

Unreliable data

Staff shortage (strike, illness, weather)

Hacker and other computer attacks

B.4.2 What are the Threats to our People?

Bomb, viral, physical or verbal threats

Theft

Vandalism

B.4.3 What are the Threats to our Assets?

Disaster

Weather

Geographic conditions

Facilities issues:  age, condition, and repairs

Equipment issues

Utilities services

Interruptions of communication, water, gas, electric, and sewer

NOTES

B.4.4 Examine the Likelihood that the Threat is to Occur

The risk of the threat must be assessed and proper cost effective precautions taken.  There must be an appropriate relationship between the value of the data and the information asset and the amount spent to protect it.

Risk analysis should concentrate on real, likely, or historical risks

· Low:  The threat is unlikely to occur

· Medium:  The threat may occur

· High:  The threat is quite likely to occur

NOTES

B.4.5 Examine the Impact of the Event Occurring

Very serious

· Compromise ability to deliver services

Serious

· May disrupt normal operations

· May cause significant inconvenience

Less serious

· May disrupt non-critical operations

NOTES

B.4.6 Explore the Consequences of the Event

Loss of ability to provide services to the public

Loss of service

Loss of privacy

Loss of trust

Loss of asset

NOTES

· In conclusion:  Identify your risks, analyze them, and avoid them!

· We are now going to look at evaluating assets.

· Tell participants to think about evaluating assets in terms of looking at things from a “Not worth worrying about” to “we lose everything if it fails” mode.

B.5 Identify and Evaluate Assets Subject to Risk

The first step is to identify and assign a value to the assets in need of protection.  This will involve research first.  Hard analysis helps a planning team decide what merits special attention and what resources will be needed.

Compare and prioritize risks.  Evaluate what the replacement cost would be, how long it would take, whether the work will be done manually and what costs would be involved.

Data Information

· Confidentiality

· Integrity

· Availability

Equipment

· What is the replacement cost?

· Can the work be done manually?

· How long would the work take?

 NOTES

· State agencies' senior management within the program or cross comparison among agencies can assist in evaluating vulnerabilities.

B.5.1 List existing safeguards

Security guards

Surveillance cameras

Computer security capabilities

Security education

B.5.2 Evaluate vulnerabilities

How can the threat get to the asset

Security inspection and evaluation

Self examination by local security management

Compliance and functionality audits

Cross comparison by senior management

NOTES

B.5.3 Evaluate the Risk

· Review the risk of this happening—the agency’s ability to protect itself in the face of the event occurring, not the likelihood of the event happening.

· Low:  Requires some attention and consideration for safeguard implementation

· Moderate:  Requires attention in the near future

· High:  Requires immediate attention and safeguard implementation

NOTES

· Once the assets have been determined, the threat assessed and the risk evaluated—concrete, realistic (budget, manpower) recommendations must be made.

· The threat analysis and risk assessment results must feed into the budget process.  Those results will determine what you ask for to have a viable security program that protects your assets.

· OMB now requires Federal agencies to include security measures in their IT budgets.

B.6 recommendations

Propose safeguards

Personnel Security

· Personnel training

· Operating procedures

· Hiring process

· Non-disclosure agreements

· Security training

· Security audit

· Disciplinary process

Physical Security

· Physical structures

· Operating procedures

· Furniture Arrangement

· Surveillance equipment

· Security guards

System Security

· Protective measures and controls 

· Accountability procedures

· Operating procedures

· Protection of hardware/software

NOTES

· Let's look at the most critical piece in all of this—once the risk analysis has been done and prior to creation and implementation of a full-scale plan, a serious look at the budget must be taken.

· Management is dynamic and the manager must deal with change—creation of a security plan and its implementation may create change in organization environment, in people, and in methods of management.

B.7 establish security budget and resources

B.7.1 Budget

A successful security program will usually result in higher costs as well as change in organizational structure and working environment.  The planning function for management includes the determination of objectives, policies, priorities, schedules, standards, and strategy.

Dedicate resources

Dedicate full-time position

Define responsibilities

Define scope/authority

Evaluate and monitor expenditures

NOTES
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