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NOTES

· In this module we will begin talking about establishing a contingency plan.

Appendix D:   contingency Plan guidelines

D.1 learning objectives

The topics to be covered in this appendix are:

Define the nature and purpose of the contingency plan(s)

Identify the scope of the contingency plan(s)

Determine personnel scope of authority

Identify damage assessment procedures

Identify recovery procedures

Discuss plan review.

NOTES

· Tell participants that establishing a plan is not a time-limited project nor is it a project that once it is completed you can forget about it. 

· An effective plan is a live plan.  Must be maintained and tested regularly.  

· Contingency plans should have a table of contents and index for easy reference.

· Basic question that should be addressed in establishing a plan:

· Is there a group established for development and implementation of contingency plan?

· Are there defined components (resumption of business, emergency procedures, and recovery procedures)?

· An effective plan is developed as if all the key players will be absent.  

· A contingency plan should not be a secret or mystery, but just a routine part of planning and operations.

· Recent examples of contingency plans were the plans developed to deal with the possible computer problems resulting from the concern of the year 2000.

· The Oklahoma City bombing, where services were disrupted and they had to start over, is a good example of the need for contingency planning.

· Contingency planning must consider the safety of program staff.  Getting them away safely from a dangerous life threatening situation must be a priority.

D.2  Introduction

D.2.1 Define The Nature and Purpose of the Contingency Plan

Contingency planning is essential to enable a program to continue to perform its essential operations during and after an emergency situation.  It is designed to allow a program to resume normal operations as soon as possible.  Its elements are:

Transition Plan

Emergency Incident Plan

Bomb Incident Plan

Evacuation Plan

Disaster Recovery Plan

 NOTES

· When writing a contingency plan, don’t reinvent the wheel.  Contact police departments, fire departments, or local government agencies for assistance.

· Make sure each plan is organized, follows a logical progression, is consistent, and is adaptable to anticipated and unanticipated situations.

· Lack of comprehensive policy may give the impression of ineffective direction from management, and can cause confusion.

D.3 Scope of Plans

It is important to define the scope and purpose of a contingency plan in terms of objectives.  The objectives need to be clear and measurable to evaluate effectiveness.

D.3.1 Establish Plan Objectives

All employees must be aware of and know how to respond in the event of an emergency. The objectives should include:

Determine the essential functions performed as part of normal operations.

Statement of priorities as to the relative importance of the functions performed that need to be resumed immediately after a disruption.

Statement of organizational responsibility.

Statement indicating the order of resumption of services.

NOTES

· Now let’s talk about the written policies and procedures.  These policies and procedures must be realistic in terms of the organizational environment.  They should be presented and enforced in such a way that employees at all levels perceive management to be serious about their significance and implementations.

· Again, active management support is critical to successfully implement a contingency plan.

· The stronger the wording and the more extensively the policy is publicized and enforced with in the agency, the more it shows that management supports it. 

D.3.2 Establish Extensive Written Policies And Procedures 

 Policies to include:

· Statement to include the order of resumption of services

· Involvement of functional and technical representation in contingency planning.

Procedures to include:

· Alternate operational procedures, including manual process if ADP is unavailable.

NOTES

D.4 Implementation

Successful implementation includes:

Full management support

Effective communications of objectives

Recognition of organization’s uniqueness

Individual or group responsible for effort

Implementation should be planned to ensure maximum effectiveness with minimum disruption of normal activities

NOTES

D.5 Personnel

Accountability for specific tasks associated with resumption of normal business operations should be included in formal job definitions at every job level.

D.5.1 Designate Specific Personnel

Emergency Preparedness Manager

Emergency response team

· Emergency team will convene as soon as possible after a disaster has occurred to assess damages and make recommendations

NOTES

D.6 Scope of Responsibility

D.6.1 Define Emergency Team Responsibilities

Establish line of authority 

· Reduces panic and instills confidence

Establish chain of command

Establish team responsibilities for program technical functions

· Expedites mobilization of personnel

· Circulated to all staff

NOTES

D.7 contingency Training Plan

Contingency policies and procedures achieve their maximum effectiveness when steps are taken to ensure that all employees are fully aware that plans are in place to deal with an emergency situation.  

D.7.1 Contingency Plan Training

Training programs should include a complete review of the contingency plan, scope of authority, team assignments, and emergency response duties.

NOTES

D.7.2 Identify Staff For Contingency Plan Education

Senior Management

Child Support Workers

Security Officers

Computer Personnel

Clerical Staff

All remaining staff

NOTES

D.7.3 Identify Aspects of Training

Alert procedures for notifying personnel of emergencies

Emergency/Evacuation/ Disaster Recovery Plan

Policies and procedures

Demonstration of all electrical, water, gas and other appropriate shut-off devices

Demonstration of the facility’s emergency staging areas

Locations, purpose and use of emergency equipment

First aid techniques

Comprehensive evacuation training to include building plans

NOTES

· Now that we have covered the training aspect of the plan, let’s look at some physical safeguards that need to be available in the event of an emergency.

· Refer to and discuss page 17 in Appendix A:  Bomb Threat Checklist

· Refer to and discuss page 18 the Appendix A:  Handy Reference Card

· Does all of your staff have access to emergency phone numbers?  Is there a coordinated process in place in the event of an emergency now?

D.8 Emergency Contacts/Supplies

D.8.1 Establish Emergency Response Priority Contacts

Prompt notification to appropriate authorities

· Personnel

· Emergency services

· Equipment

· Transportation

· Media

· Insurance

NOTES

· Let’s look at the equipment that should be available to staff.  Do you currently have access to any of these items?  Are there any more that should be listed?

· Do you have a first aid kit?  How often is it refreshed?

D.8.2 Store Appropriate Emergency Supplies

First aid kits

Fire extinguishers

Basic tools

· Hand axe

· Vice grips

· Pry bar

· Shovel

· Swiss Army knife

· Batteries

· Wire cutters

· Screw driver(s)

· Work gloves

· Flashlight

· Batteries

Battery powered radio

Blankets

NOTES

· Now let’s take a look at the part of the plan that deals with evacuation. Often the initial response (or knee-jerk reaction) to an emergency can be the critical fact affecting the ultimate outcome.  

· When an emergency occurs it is essential that the choice of action be made swiftly and effectively.  Those responsible for managing any portion of the crisis must have the wherewithal to respond.

· Key personnel must be adequately trained and kept up to date in order to assure effectiveness.

D.9 Evacuation

An important element of a contingency plan is the basic reaction to an emergency situation.  When an emergency arises it must be addressed with efficiency.  This is the first line of defense in dealing with a crisis.

D.9.1 Emergency Response Guidelines

Establish priority of evacuation

· Supervisor in charge is responsible first to commence evacuation

· Emergency team will assist

· Follow established evacuation routes and procedures

· Thorough knowledge of floor plan

Designate search teams

· Train on search techniques

Establish offsite storage

· Effective storage and recovery plan

· Consolidation and storage of appropriate original documents

NOTES

D.10 Damage assessment

Management has the final responsibility for ensuring that essential functions can continue even after a disaster.

Damage assessment and containment

Access to back up facilities

Recovery of critical systems

Restoration of primary data processing
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Activation of Short Term and Long Term Backup Plans

Consideration should be given to:

Notification to staff and customers

Availability of alternative support services (phones, office, supplies)

NOTES

· Now let’s explore the importance of measuring the plan’s effectiveness.

· Testing of critical factors of the plan should be scheduled periodically which will help in measuring the plan effectiveness.  

· Examples of testing the plan could include:

· Notification or call tree test.  This will assess the efficiency of making the required contacts.  Results of the test, including the total time required and success rate for notification, can help to identify weaknesses in this critical process.

· Walkthrough or paper test.  This would entail a full review of the plan.  Full discussion of the plan elements and team responsibilities provides participants with the opportunity to become familiar with the plan and their specific responsibilities.

· Disaster simulation test.  A full-scale disaster simulation should be staged in order to test thoroughly all aspects of the plan under emergency conditions.

D.11  Plan Review

There should be controls in place to measure and control the plan's effectiveness.  Management should be concerned with achieving cost effective results including establishing standards for examining results and evaluating corrective action.

NOTES

D.12  summary

Failure to design, implement, and maintain effective contingency measures in the face of known risks is the greatest threat facing child support agencies.

Reasons for failure to plan:

Complacency: “It can’t happen here.”  A far more prudent attitude is that it will happen here unless active measures are taken to prevent it.

Lack of Awareness:Most managers are not aware of the risks. 

Lack of firm policy or absence of enforcement: Each individual must be aware of the policy and how the contingency plan translates into specific action.
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