Module 3:  People:  Building a  Solid Foundation For Personnel Security in the Workplace
Module 3:  People:  Building a  Solid Foundation For Personnel Security in the Workplace 

MODULE 3
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Training Notes

· Display:  Module 3, PowerPoint slide 1.

people:  building a solid foundation for personnel security in the workplace
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Module 3
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Foundation for Personnel
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Training notes

· Display:  Module 3, PowerPoint slide 2 and explain bullet points.  

In this section we will explore measures that management can take during the personnel hiring process.  Employees are the most sensitive component of the organization.  Establishing a solid framework for security practices begins with whom you hire.

· An examination of instances of theft, fraud, workplace violence (including customer versus customer and employee versus employee), misuse of information, and sabotage by employees or ex-employees shows that some of these might have been prevented if the hiring practices had been more carefully thought out and applied. 

learning objectives

The learning objectives for this module are to enable participants to:

· Explain appropriate pre-employment activities and the impact that pre-employment activities have on the child support program. 

· List security issues that employees should be aware upon starting their jobs 

· Define appropriate post-hire activities and their impact on the child support program. 
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 Security Assessment Tool


training notes

· In this section of the module we will explore what checks can be done prior to hiring personnel. 

It is important to keep in mind the temporary personnel, contractors, and government personnel hiring security practices as well.  It is common practice to ignore basic security checks for these staff. 

· Display:  Module 3, PowerPoint slide 3 and explain bullet points.  

Personnel and Security

It can be safely stated that employees are the key ingredients in the success of an agency.  By the same token, a chain is only as strong as its weakest link.  It is possible to minimize risks posed by personnel by instituting preventative measures.  Early detection or correction can prevent or minimize security breaches from occurring.
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Security Awareness &

Training

Reduce security risks through:

l

Annual awareness

training


training notes

· Display:  Module 3, PowerPoint slide 4 and explain bullet points.  

· It is important to indicate on the application that if any facts stated on the application were found to be inaccurate after employment, it may be grounds for dismissal.  

· The application process should have clearly stated security requirements for the positions, as well as a built-in process to ensure that resumes are evaluated for security issues (This may cut down on wasted interviews.)

· Ask participants if their current hiring practices have this as a clause?  

· All applicants should sign a release form allowing the information on the application (or resume) to be verified, to prevent your agency from being held liable.

· If an agency does not currently conduct background checks, there are issues to look at prior to implementation.  Check and determine that your agency/state permits background checks.  The costs and budget need to be determined, as well as the benefits of conducting the investigation.

· Ask participants if their agencies currently conduct background investigations on staff?  What are some cost-effective ways to accomplish this?  What does your agency believe the purpose of a background investigation should be?  Flipchart the responses and post on the wall.

· An important factor to consider when determining if your agency should conduct background investigations is Negligent Hiring Liability.  Courts hold employers responsible both for what they do know and what they should have known about their employees.  Courts repeatedly find employers responsible for the criminal actions of employees on the job.

· The background screening should be appropriate to the position to which personnel are assigned.  

· Promotions, transfers, and award of positions need to incorporate background investigations as well.

Pre-Employment

3.1.1 Know Who You Are Hiring

The methods used in hiring are the foundation upon which to build a sound program.  In-depth screening prior to employment can provide a practical means for assessing both the caliber and character of the individual.

· An important time to determine whether or not an employee is going to be an honest, hard-working member of the organization is when he or she is being hired.  You can reduce the chances of a “bad” hire and protect your agency against fraud, theft, workplace violence, and negligent hiring by conducting a background check.
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Security Awareness &

Training

l

Who should attend?

–

All staff

Background investigations

· Costs/Budgets

· Cost versus benefit of information obtained

· Who can provide these services

· Private vendors

· The background screening should be appropriate to the position to which they are assigned.

trainers notes

· Display:  Module 3, PowerPoint slide 5 and explain bullet points.  

· The easiest part of a background check is looking into the education of the applicant. 

·  An educational record can show comments by professors, possible instances of cheating, or possible activities in school that may have influenced the employee in some way that would affect the employee’s ability to handle sensitive information.

· Colleges, universities, and trade schools maintain a database of graduates and enrollees.  Degrees can generally be verified through the Office of the Registrar of the appropriate educational institution.  If the person did not graduate from the school, there should still be a record of attendance that can be verified through the school.  

· One of the hardest references to check is the employment record. 

· 47 States offer little or no protection to employers against “defamation of character” for disclosing information about an employee’s job performance.  

· For employment references, try to bypass the HR Department.  Ask the applicant for the name and position of the person to whom he or she reports—and go even further back, ask for names and positions of previous supervisors that the prospective employee has worked for on a consistent basis.  When you are able to speak with someone, ask meaningful questions such as:

· In your opinion, how well do you think s/he performed?

· What are his/her greatest strengths?  Weaknesses?

· Would you characterize him as a team player or one who works best by himself?

· The Office of Personnel Management (OPM) can provide verification of active military duty as well as a prior military record.

background investigations

By the time an individual becomes a prospective employee, he or she has probably established a considerable trail that can be checked quite extensively.  The following is a list of records that can be accessed for little or no cost:

3.1.3 Educational Records

· Educational records can show a prospective employee’s character and capability.

3.1.4 Employment History

· Past employment history can show a prospective employee’s dedication, loyalty, and work habits.

3.1.5 Military Record
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Learning Objectives

l

Explain appropriate

pre-employment activities

l

List security issues that employees

should be aware of upon starting

their jobs

l

Define appropriate post-hire activities

A brief request to the military can show a prospective employee’s character and capability (honorable or dishonorable discharge).

training notes

· Display:  Module 3, PowerPoint slide 6 and explain bullet points.  

· Court records can show litigation history, bankruptcy, and other public information, which may provide an indication of a prospective employee’s character.

· Law enforcement records (NCIC—National Criminal Information Center) could determine any criminal or other record.  If fingerprints are required they can be cross-referenced for any type of criminal convictions.

· Driving records are available through the Division of Motor Vehicles.  This may already be available and included in your current inter-agency agreement with the DMV.

Court Records (public information)

· Court records can provide personal information on bankruptcy, pending or resolved litigation, and court actions.

3.1.6 Law Enforcement Records

· Law enforcement records can show a criminal history or law enforcement record and obtain fingerprint record.

3.1.7 Driving Record

· Driving records can show a prospective employee’s propensity for driving recklessly, alcohol-related violations and accident history.  This can all have a direct impact am employee’s ability to perform his/her job.
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Job Descriptions

l

Clear statements of

authority and responsibility

–
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–

Security duties


training notes

· Display:  Module 3, PowerPoint slide 7 and explain bullet points.  

· Drug testing can be done to determine the use of illegal controlled substance use (this should be clearly stated in the advertisement for the position and be permitted under state policy).

· Credit bureaus can provide history of prospective employees’ addresses and use of credit.  Be careful not to overrate the results of the credit history report.  There have been excellent employees with poor credit ratings.  Similarly, employees with flawless credit reports could still be poor employees.

· The fact that someone receives or pays child support may not be a factor for hiring.  However, if the person is delinquent in paying child support this is a big issue.  On the other hand, if the person receives child support this would be a perfect opportunity for security and confidentiality discussions.  Does your agency review these records prior to hiring?  One State requires the child support employees to be current in their child support payments and failure to do so is grounds for dismissal.

· Refer to and discuss page 4 in Appendix A, “Tax Information and Background Questionnaire” that the Commonwealth of Massachusetts uses.  This indicates that employees are required to pay their child support obligations as a part of employment.

· The fact that someone is a former recipient of public assistance is not an indicator of a character issue.  However, there was an agency that did not do background investigations and found out after the person had been working there full-time for several months that she continued to receive AFDC (prior to TANF) benefits.  The employee was terminated.  

· Ask participants about their experiences using any of the above mentioned areas in background investigations.  What areas have been most helpful and least helpful?

Drug Testing

· Drug testing can show a prospective employee’s character.  

3.1.8 Credit Bureau

· Credit bureau records can show a prospective employee’s character and credit worthiness.

3.1.9 Child Support Automated System

· Child support records can show if the prospective employee receives or owes child support.

3.1.10 IV-A Automated System

· IV-A records can provide if the prospective employee is a recipient of services.
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Written Policies

l

Polices should address:

–
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–

Conflicts of interest

–

Accepting gifts

–

Drug and alcohol

use

–

Theft

–

Falsifying/destroying

records


Trainer notes

· Display:  Module 3, PowerPoint slide 8 and explain bullet points.  

· If the “truth be told” you will be lucky to get good information about an applicant or candidate by checking references.  References should be checked, but your first line of “defense” is always good interviewing techniques and thorough background checks.

· References can be misleading and may leave out pertinent and often negative information.  It is a good idea to check out other people that might not be listed as a reference—for example, the supervisor of the supervisor listed as a reference.

· A misleading letter of reference can create claims of malfeasance.  For example, a company failed to disclose to the employee’s prospective employer in the letter of reference that the employee was terminated due to bringing a gun to work.  The employee later killed three co-workers and the first company was sued.

· Prepare a questionnaire to use when you are contacting references.  The questionnaire will promote consistent and fair treatment of all applicants for a particular job position.  Because of potential liability, many of these questions may go unanswered, however, always document your attempts as well as any information you do receive.

· Refer participants to page 5 in Appendix A for a “Making the Right Selection” to review a sample reference check guide.  

Reference Checks

In checking references it should be recognized that the personal references given by the employee are not likely to be negative about that employee.  Consideration should be given to the source of the reference. 

· Contact at least three business and three personal references

· Clarify any discrepancies

· Pay attention to the source of the information

· If an employee misstated any information, no matter how trivial, this may be an indication of potential dishonesty.
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Background Investigations

l

Drug testing

l

Credit bureau

l

IV-D systems

l

IV-A systems


training notes

· We have talked about what to do prior to hiring personnel, now let’s talk about measures that can be taken once someone has been hired.

· Display:  Module 3, PowerPoint slide 9 and explain bullet points.  

Post-Hire

3.1.11 Job Descriptions

Another principal component of an effective security framework for personnel is to have clear and detailed current job descriptions for all staff.

Job descriptions should detail:

· Clear statements of authority and responsibility

· To whom the employee reports

· To whom the employee supervises

· Clear delineation of duties

· Physical access where the employee is allowed

· The duties of the employee in the event of disaster

· Description of level of access
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Non-Disclosure Statements

l
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l

Highlights penalties for

unauthorized disclosure


training notes

· Display:  Module 3, PowerPoint slide 10 and explain bullet points.  

· It may be desirable to place an employee on probationary status.  It should be far easier to terminate an employee on probation, both psychologically and economically, than a permanent employee.  Probationary periods should include the length of time and requirements that must be met to satisfactorily move from a probationary employee to permanent employee.

· During the probationary period an opportunity is given to observe the employee in action and to complete the final check of his or her background and qualifications that may not have been obtained during the hiring process.  For example, an employee may not want you to contact his or her current employer prior to leaving.  Once the employee has left you may get more information from the former employer.

· Do your agencies use probationary periods?  How effective are they?

Probationary Period

The screening of applicants cannot ensure honesty and reliability, it is essential to observe and monitor behavior and performance after employment, especially during a probationary period.

· Observe the employee in action
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l
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training notes

· Now let’s talk about non-disclosure statements.  Does your agency use these?  And to what extent have they been successful in the correction or termination of employees?  

· Nondisclosure statements are critical to ensuring that employees become aware of security responsibilities.  The nondisclosure statement should be reviewed in the hiring process and as part of ongoing employment.  However, it is important that this form be clearly understood by the employee and not just one of a million forms they sign without thought.

· Display:  Module 3, PowerPoint slide11 and explain bullet points.  

Refer to Appendix A page 10:  Sample Non-Disclosure Oath.

Advise participants that a copy of the Office Of Child Support Enforcement Agreement To Safeguard Confidential Data is in Appendix A on page 9.
· What is misuse?  Knowingly and willfully requesting or obtaining any information under false pretenses for unauthorized purposes.

There should be a clear and concise policy that dictates actions should there be instances of drug or alcohol abuse, stealing company property, falsifying, or destroying records.  The employee should know before hand what penalty accompanies each offense and what actions will be taken upon discovery.

Non-Disclosure Agreements

In an effort to guard against misuse of information or to attempt to ensure that the employee will not obtain information and use it for personal benefit, it is desirable to execute a non-disclosure agreement with each employee.

Non-disclosure agreements should include security measures as one criterion of the employee’s performance.  This will stress the criticality of security in the organization.

· Observance of security measures should be incorporated as a criteria

· Incentives and penalties to ensure compliance

· Makes employees aware of any legal liability for misconduct
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Probationary Period

l
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they are hired

l

Check their security awareness


training notes

· We have talked about what to look for when you are in the interview process and what to do once an employee has been hired.  Let’s talk about issues that the employee should be aware of upon assuming a position.

· Display:  Module 3, PowerPoint slide 12 and explain bullet points.  

· It is recommended that each employee have an identification card.  The identification card, complete with picture, will enable guards and other employees to identify each individual and to ensure that they are in fact authorized to enter sensitive areas (if applicable).

· Employee computer access should be restricted to their area of responsibility.  Good computer security is a matter of common sense, but it also requires the application of knowledge and a management commitment for enforcement.  Employees should be completely aware of what type of actions require supervisory authorization.

· Child support automated systems should have built-in audit trails that show where an employee has been, what actions have been taken and a mechanism to capture inappropriate or unauthorized use.  Employees should be aware that audit trails exist and understand the consequences of violation.

· Offending employees should be warned, disciplined if the situation is serious, and, if it recurs, the offending employee should be dismissed.

Security issues that employees should be aware of upon starting their jobs

Dishonesty is a continuous threat to child support operations.  Does your organization have adequate controls in place?  

3.1.12 Control/restricted access

· Is user access restricted to the minimum necessary to perform the job?

· Restricted actions/areas

· Identification Badges

· Passwords for computer log-ins

· Actions that require authorization

3.1.13 Audit Trails

· Computer or manual tracking of employee actions
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Reference Checks

l
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–

3 personal references


training notes

· Now let's talk about some areas that should have written specific guidance for employees so that there is no opportunity for an employee to claim ignorance, should a violation occur.

· Display:  Module 3, PowerPoint slide 13 and explain bullet points.  

· Outside employment may be permissible, but what about working for a private collection agency or private child support collection agency?  These positions would make the locate resources that are available to child support workers attractive to private entities.  

· Does your agency have specific guidelines about outside employment? How and when are employees notified of this requirement?

· Conflicts of interest should be clearly outlined.  Conflicts could pertain to participating in the selection of a vendor without disclosing that you have a personal interest and stake in the outcome of the selection.  Conflict of interest could also be a shareholder of a vendor operation.  

· Conflicts of interest can also pertain to certain types of outside employment as well as working on or reviewing friends’ and relatives’ child support cases, employment or other information.

· The practice of whether it is permissible or not to accept gifts should be clear and concise.  This should include gifts of any type for any reason.

· Ask participants for their agency’s position on what we have covered.

Written Policies

Employees should be aware of and required to acknowledge understanding of the following:

· Outside employment

· Conflicts of interest

· Accepting gifts

· Drug and alcohol use

· Theft

· Falsifying records

· Destroying records
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l
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l
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 training notes

· Now that we have covered how important it is to scrutinize the hiring and post-hire process, let's look at another important personnel piece.  

· One of the most important aspects to ensure that security initiatives are reviewed, acted upon, and measured is to have dedicated security staff.

· Display:  Module 3, PowerPoint slide 14 and explain bullet points. 

·  Does your office have dedicated staff for security measures?  Does your office/agency have a dedicated full-time security officer position?  Historically, the security officer position tended to be an added title to an existing position.  Therefore security fell to a low priority.  Security needs to be an agency priority and the designation of security officer(s) shows management’s commitment to security or lack thereof.  Is one security officer per agency sufficient?

· This of course is a budget/cost factor that needs to be considered in the whole security plan.  A description of a security plan is found in Appendix C.

security positions

Obtain a security officer position (a.k.a. Security Administrator, Computer Security Manager, or Information System Security Officer)

· The successful security officer should:

· Be a superior communicator

· Demonstrate a capability of selling security concepts

· Maintain security awareness at all levels

· Possess sufficient technical knowledge 

· Have good knowledge of auditing, internal control and general security

· Demonstrate a thorough knowledge of the child support program

· The security officer will be responsible for:

· Security training and awareness

· Physical security initiatives

· Measuring security initiative effectiveness

· Maintaining system security controls
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l
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l
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Assigning personnel security responsibilities

training notes

· In this module we have covered how important it is to establish a solid foundation by hiring high-quality personnel.  This foundation must be maintained through continuous, consistent and thorough security training of all staff.   

· Display:  Module 3, PowerPoint slide 15 and explain bullet points. 

· One important aspect of a security officer’s responsibility will be to ensure that all staff are adequately trained and aware of security issues.

· As we saw in Module 1, we are faced with new security issues almost on a daily basis.  It is critical that management keep abreast of all the security issues and ensure that staff are well trained and aware of the risks they face daily.

· Ask participants if they know how recently security training has been completed for all staff?  Is this an annual event?  Have their security procedures been reviewed and updated to reflect the current security risks?

· Security training is most effective for employees when it is a visible daily reminder.  The use of security mugs, banners, or mouse pads may have a more lasting impact on security awareness than memo after memo.

Security Awareness and Training 

Security policies and procedures achieve their maximum effectiveness when steps are taken to ensure that all employees are fully aware of the importance of data and information security.  All employees should also fully understand the specific security-related requirements relative to their particular duties.

3.1.14 Provide Security Awareness And Training

· Security training should be held for all employees at least once a year and at each orientation, transfer, or promotion.

· Security awareness and training programs reduce risks.

· Training programs should include a complete review of security objectives and policies as well as details relating to assigned security tasks.
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Know Who You are Hiring

l

In-depth screening prior to

employment can prevent

“bad” hires.


training notes

· All staff should be required to attend security awareness training as a requirement for continued employment. 

· Display:  Module 3, PowerPoint slide 16 and explain bullet points. 

· Security training must be mandatory and each employee held accountable for taking the necessary precautions.  Requiring that each employee sign in and out of the training has proved helpful in taking disciplinary actions.  This eliminates the defense of not being aware of the violation or never having had the proper training.

· Training for all staff should include:

· Established security policies

· Password management

· Control of uploading programs

· Safeguarding and scanning of new upgraded software

· Never leave workstations unattended

· Back up data on a regular basis

· Practice “safe computing” (as we discussed in Module 2)

· Appropriate uses of data

· Proper safeguarding requirements

Identify Staff For Security Awareness And Education

· Senior Management

· Child Support Workers

· Security Officers

· Computer Personnel

· Clerical Staff

· All remaining staff (including temporary or contract staff)

3.1.15 Identify Aspects of Training

· Policies and procedures

· Physical security measures

· System-related security measures

· Personnel-related security responsibilities
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Personnel and Security

l

Employees are the key

ingredient to success in security


 training notes

· Display:  Module 3, PowerPoint slide 17 and explain bullet points.  

· Hiring good employees has always been important, but never so much as now, with the information that is available at our fingertips.

· Advise participants that in Appendix C there is a security plan that will further detail personnel responsibility for security.

· This wraps up this module.  Any areas not covered or other personnel issues that should be addressed?

· So, now, how prepared are you in the protection of data?

· Tell participants that we are now going to do a short assessment of their physical security practices.  This should be done individually.  Participants should take an honest look at their respective physical security procedures.

· This physical security assessment tool is designed to help you assess your strengths and weaknesses with respect to physical security protection issues.  Please evaluate each area carefully.  As we go through the next module we will focus on each area and give you information that will help you to prepare, implement, modify, or improve on your physical security procedures.

· Make sure participants understand that this will not be collected but is to be used as an evaluation piece to see where their security measures may need improvements. 

· Allow about 15 minutes for participants to complete this assessment.  

· Advise participants that this leads us into Module 4:  Facilities:  Necessary Safeguards to Protect the Work Environment and Equipment.

· Advise participants that we will go through the assessment and see if there are other areas that should be covered at the end of module 4.

Assessment Tool
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l
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l
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l

Password controlled
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l
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training notes

SECURITY ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



Physical Security


1
2
3


1. Employees are required to wear ID badges.


(
(
(


2. Access to the building is controlled.


(
(
(


3. Armed security guards are present.


(
(
(


4. Procedures are established concerning possession of weapons; visitors are either permitted to possess weapons, or are disarmed.  If visitors are disarmed, there is a secured holding place for the weapon.


(
(
(


5. Interview rooms or offices where the public is present with a worker are supplied with panic buttons.  Polices and procedures are in place for action when the button is activated.


(
(
(


6. Interview rooms are separate from employee work areas.


(
(
(


training notes

SECURITY ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



7. Video cameras are placed in strategic locations throughout the office.


(
(
(


8. All public access entryways have metal detectors.


(
(
(


9. All employee parking areas are sufficiently lighted.


(
(
(


10. Cypher lock codes are frequently changed.


(
(
(


11. Furniture in interview rooms is situated for employees to have direct and easy exit (escape route).


(
(
(


12. Reception personnel are protected with bulletproof glass.


(
(
(


13. The public utilizes separate bathrooms.


(
(
(


14. Procedures are in place that dictate appropriate responses to viral and bacterial threats (Anthrax, etc.).


(
(
(





training notes

SECURITY ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



15. Procedures are in place that dictate appropriate security and safety drills.


(
(
(


16. State or local police departments provide periodic security assessments.


(
(
(


17. Contact numbers for police, fire, and emergency personnel are easily accessible to all staff.
(
(
(





TOTAL =
(  (    (


Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

17-20
=
No action necessary.

21-51
=
The safety of your staff and information may be at risk.  Review the physical safety section and carefully evaluate any answers that are marked 2 or 3. 
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People:  Building a Solid Foundation for Personnel Security in the Workplace








_1027132834.ppt


Non-Disclosure Statements

		Provides summary of data              sensitivity

		Highlights penalties for               unauthorized disclosure                                     
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Security Awareness & Training



Reduce security risks through:



		Annual awareness                                 training
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Probationary Period

		Observe employees after                           they are hired

		Check their security awareness
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Control/Restricted Access

		Restricted access

		ID Badges

		Password controlled computer access

		Access audit trails	
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Background Investigations -Available Records

		Court                 records











		Driving              records







		Law enforcement       records
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Job Descriptions

		Clear statements of                            authority and responsibility



Security access

Security duties
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Know Who You are Hiring

		In-depth screening prior to          employment can prevent                       “bad” hires.
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Background Investigations-Available Records

		Educational record









		Employment history





		Military              record
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Personnel and Security

		Employees are the key                      ingredient to success in security
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Security Awareness & Training

		Who should attend?



All staff
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 Security Assessment Tool
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Background Investigations

		Drug testing	











	

		Credit bureau 

		IV-D systems

		IV-A systems
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Written Policies

		Polices should address:



Outside employment

Conflicts of interest

Accepting gifts

Drug and alcohol                                          use

Theft

Falsifying/destroying                                records
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Security Officer

		Security training and                      awareness

		Physical security initiatives

		Measuring security initiatives
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Reference Checks

		Contact:



3 business related references

3 personal references
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Learning Objectives

		Explain appropriate                                pre-employment activities



		List security issues that employees                 should be aware of upon starting             their jobs



		Define appropriate post-hire activities










