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MODULE 5

Evaluating Your Strengths and Weaknesses and Formulating a Plan

Training Notes

· In the previous modules we looked at a number of security areas that managers need to consider.  We have taken individual assessments to see where each agency’s strengths and weaknesses are.  In this module we will summarize all the information, provide guides to help develop a security plan, and briefly provide an overview of the material in the Appendices.

Evaluating Your Strengths and Weaknesses and Formulating a Plan

5.1 Module TOPICS

At the end of this module participants should be able to:

· Summarize the material covered during the training and be able to explain what managers can do to protect and safeguard child support information and the environment that houses the data and the child support staff.

· Analyze your agency’s strengths and weaknesses, using the assessment tools and information obtained through this course.

· Create an action plan for security and privacy in your program and your office. 

TRAINING NOTES

· Ask for class participation to briefly go over the respective modules    1-4. 

· Go over the flip chart pages of the participants’ course expectations from the introduction module this morning.  Have all expectations been met?  Be sure you have either covered all their expectations or explain why you didn’t.  Provide referrals or resources, if possible, for those you did not cover.

· Are there any areas that have not been covered?

5.2 Modules summary

Let’s go back and briefly summarize the modules we covered today:

· Module 1:  Introduction

· Module 2:  Data:  What Measures Should Be Taken to Ensure that Child Support Data is Protected

· Module 3:  People:  Building a Solid Foundation for Personnel Security in the Workplace

· Module 4:  Facilities:  Necessary Safeguards to Protect the Work Environment and Equipment

training notes

· Explain to participants that the resources in the Appendices are provided as tools to analyze the threats that face their respective agencies and to prepare an effective plan so staff understand the appropriate security measures.  

· The items contained in Appendix A have been covered in Modules 1 through 4.

· Briefly cover each bullet item.  Explain to participants that the risk assessment module is found in Appendix B, is in the training format used throughout this course, and includes trainer’s notes.

· Emphasize that it is very important to take stock of where your agency is now in relation to security preparedness, and where it needs to go.

· A risk analysis is or risk assessment will:

· Identify assets and controls

· Alert management to risks

· Identify issues that management should be aware of (liabilities)

· Pinpoint the need for corrective action

· Provide guidance for resource expenditures

· Provide criteria for designing and evaluating contingency plans

· Improve overall awareness

· Conducting a good risk assessment will enable management to prepare and budget for appropriate security resources.

5.3 Appendix resources

In the appendices you will find the following documents that will provide you with resources to conduct a risk analysis in your office or agency, the information that should be contained in a detailed security plan and a sample workplace violence emergency preparedness plan.

5.3.1 Risk Analysis Guidelines:  Appendix B

· Learning objectives

· Agency’s mission on security

· Define the agency’s mission on security

· Conduct risk analysis (or risk management) 

· Why should a risk analysis be done

· Who can conduct a risk analysis

· Agency’s mission on security

· Threat Assessment

· What are the threats to our program, people, and assets? 

· Examine the likelihood that the threat is to occur

· Examine the impact of the event occurring

· Explore the consequences of the event

· Identify and evaluate assets subject to risk

· List existing safeguards

· Evaluate vulnerabilities

· Evaluate the Risk

· Recommendations

· Establish security budget and resources

training notes

· Briefly cover each bullet item.  Explain to participants that the security plan module is found in Appendix C and is in the training format and has been developed with trainers notes.

· Emphasize that one major prerequisite for security planning is that the plan must be motivated by firm commitment from management.  It can easily fail if this is not the case.  Management must be willing to provide both tangible and intangible support.

· The primary goal of a security plan is to protect the assets of the child support program (people, data and facilitates) from harm. 

· Security planning is essential for an adequate security program and for an overall business plan.  It provides the necessary framework for achieving security by establishing the goals and strategies to be adopted and sets forth the basic plans needed to achieve those goals.

· Refer participants to page 52 in Appendix A to review a sample copy of one state's Emergency Procedures.

5.3.2 Security Plan Guidelines:  Appendix C

Overall Security Plan

· Introduction

· Define the nature and purpose of the security plan

· Provide an overview of the security controls in place or planned

· Authority

· Define state and/or federal regulations

· Establish plan objectives

· Establish extensive written policies and procedures

· Implementation

· Personnel

· Designate specific security related personnel responsibilities

· Security awareness and training plan

· Provide security awareness and training

· Identify staff for security awareness and education

· Identify aspects of training

· Plan Review

· Evaluate Security Measures

training notes

· Briefly cover each bullet item.  Explain to participants that the contingency plan module is found in Appendix D and is in the training format and has been developed with trainers notes.

· Contingency planning is essential for an overall business resumption plan.  It provides the necessary framework for establishing the goals and strategies to be adopted and sets forth the basic plans needed to achieve those goals.

· Refer participants to pages 37 through 41 in Appendix A to review a sample copy of a state's Disaster Recovery Plan.

· Refer participants to page 37 in Appendix A to review a sample copy of a state's Disaster Recovery Plan Requirements.

· Refer participants to page 41 in Appendix A to review a sample copy of a state's Disaster Recovery Plan.

· Refer participants to page 50 in Appendix A to review a sample copy of a state's Contingency Plan Outline, which details what should be included in a Contingency Plan.

5.3.3 Contingency Plan Guidelines:  Appendix D

· Components of an overall contingency plan

· Learning objectives

· Introduction

· Define the nature and purpose of the contingency plan

· Authority

· Define state and/or federal regulations

· Scope of Plans

· Establish plan objectives

· Establish extensive written policies and procedures

· Implementation

· Personnel

· Designate specific personnel

· Scope of responsibility

· Define team responsibilities

· Contingency Training Plan

· Identify staff for contingency plan education

· Identify aspects of training

· Emergency Contacts/Supplies

· Establish emergency response priority contacts

· Store appropriate emergency supplies

· Evacuation

· Emergency response guidelines

· Damage assessment

· Activation of short term and long term backup plans

training notes

· Briefly cover each bullet item.  Explain to participants that  Workplace Violence Emergency Preparedness Plan guidelines are found in Appendix A page 2.
· Violence in the workplace is on the rise.  Everyone is affected, directly or indirectly, by an act of violence.  It is imperative that we attempt to prevent the act but also learn to deal with a violent incident.

5.3.4 Workplace Violence Emergency Preparedness Plan Guidelines

· Form a Crisis Management Team 

· Refresher Training/Updating Awareness 

· Five Categories of Violence 

· Liability Costs 

· Characteristics of those who Commit Violent Acts 

· Increasing Safety 

· Emergency Preparedness 

training notes

· At this point you may want to briefly go over the documents contained in the Appendices to make sure that all of the contents have been discussed.  

· Any questions on the information contained in the Appendices?  Let’s look at the wrap-up exercise.

· Advise participants that they can do this exercise on their own or discuss it as a group exercise.

· Discuss and write on the flip chart the participants’ to do lists.

· Once the discussions have ended, advise participants to turn to the last page in Appendix A and remove the Evaluation Form.  Have participants complete this and place in a designated spot upon departure from the training room.

5.4 Final Group Exercise—The Next Step:  Creating an Action Plan

· Create an action plan (to do list) of what you can do to protect and safeguard the privacy and security of the child support data contained your agency system. 

· Create an action plan (to do list) of suggestions you can make to help and safeguard the security of the child support staff for your office/agency.
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