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Training Notes

· Display:  Module 2, PowerPoint slide 1.

2. The information age and the child support program

2.1 Module Objectives

The learning goal for this module is to raise participants’ awareness of the changing world of technology and its impact on our daily lives.
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training notes

· Display:  Module 2, PowerPoint slides 2 and 3

· Present and discuss the module objectives.

2.2 Learning objectives

The learning objectives for this module are to enable participants to:

· Identify and discuss the benefits of technology

· Explain the downside of technology

· Discuss how technology has had an impact on the child support program

· Identify how increased technology has led to increased benefits

· Discuss the potential for misuse of data
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Learning Objectives 

u

Identify and discuss the benefits of

technology

u

Explain the downside of technology
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Learning Objectives 

u

Discuss how technology has had an effect

on the child support program

u

Identify how increased technology has led

to increased benefits

u

Discuss the potential for misuse of data


Training Notes

· Introduce this module by pointing out how technology has made a tremendous impact on all of our lives and has affected the way in which we do our jobs as child support professionals.

· Technology has brought about a lot of changes—both good and bad.

· Try to make this section very interactive by asking leading questions.  Most people know a lot about how technology has affected their lives and they are probably willing to talk about it.

2.3  Introduction

The child support program has changed tremendously since its origination.  Technology is revolutionizing the way we do business.  Being aware of the impact technology has on you, your client, and the child support program will help to make you more cautious and more aware of necessary safeguards.

training notes 

· Display:  Module 2, PowerPoint slides 4 and 5 

· How many participants use ATM and debit cards?  You can use them for gas, groceries, stores, stamps, and even at movie theaters.  Why carry cash?

· Has anyone stopped using a checkbook?

· How many times have you been in a department store and the cashier will say something like, “Would you like to use your Hecht’s charge card?”  If you tell them you don’t have one, they’ll try to get you to open an account right there and charge your purchases—sometimes even offering a 10-15% discount on your purchase.

· Anyone want to share any stories?

2.4 The information age:  the benefits of technology

2.4.1 ATM and debit cards

· Debit cards are increasingly becoming a popular payment choice.  They eliminate the need to carry cash and offer special perks and valuable services. 
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If We See Misuse

u

 What do we do about it?

í

Don’t ignore it

í

Ask questions

í

Report what you saw

í

Maybe the activity was innocent . . . maybe not


2.4.2 Instant credit
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The Benefits of Technology

u

ATM and Debit Cards

í

Popular payment choice

í

Eliminate the need to carry cash

This credit program enhances customer service with increased credit availability and online links between the stores and the bank.

training notes

· Display:  Module 2, PowerPoint slide 6

· Discuss how credit card companies allow and encourage the use of their credit cards in foreign countries.  Ask if anyone has had an interesting story about the use of a credit card in a foreign country.

2.4.3 Credit cards

· Credit cards allow purchases to be made almost anywhere in the world.  If purchases are made in a foreign country, credit card companies convert these purchases into U.S. dollars using the current exchange rate.
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The Benefits of Technology

u

Credit Cards

í

Increased credit availability

í

Easy access to cash advances
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The Benefits of Technology

Book Flights

 anywhere- anytime!!

•

 

Instant Access to Airline Reservations


Training notes

· Display:  Module 2, PowerPoint slides 7 and 8 and discuss the bullet points.

· Ask participants if they have ever gone to the web and listened to a radio program or television program?  Many local radio stations have web sites and you can click on one of the segments and replay it.  You can go to the web and get previews of upcoming movies too.

· Has anyone made airline reservations on the Internet?  Almost all of the major airlines have web sites that allow you to check flight schedules, fares, and destinations.  Many websites allow you access to book your flight online.  For example, USAirways.com, UAL.com and TWA.com.

2.4.4 Online Internet Access: 

· Instant replay of radio and TV programs.  Miss your favorite show?  Or catch the tail end of a great talk show on a radio?  Chances are you can replay the program on the web.   Major networks and radio stations have their own websites, which often include free downloading of an audio player to hear the program instantly.
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The Benefits of Technology

u

 Online Internet Access

í

Instant replay of TV and radio programs


· Instant online airline reservations and purchase of tickets.  All airlines have instant access online for booking a flight, viewing schedules, checking fares, and earning dividend miles.
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The Benefits of Technology

u

 Online Internet Access

í

Mortgage and Refinance Applications

l

Instant access to interest rates

l

Shop for best loan

l

Submit application


training notes

· Display:  Module 2, PowerPoint slides 9 and 10

· Ask participants to think about the last 48 hours of their lives.  How has technology had an impact on their daily activity?

· There is mortgage-everything online!  You can look at houses, check interest rates, lock into interest rates, and even submit applications online.  Sometimes you may not see a person until settlement.

· There was a time that you would want to avoid a bank lobby on Friday afternoons—the lobby would be swamped with people cashing checks, depositing checks, and withdrawing money.  Now with direct deposits and online banking it virtually eliminates the need to go to the bank.

· Using a flipchart, document how the information age has improved the lives of the participants in the last 48 hours. Tape the flipchart pages around the room.  Once you have covered the downside of technology in the next section, come back to this flipchart and see how it affects the displayed activities.

2.4.5 Mortgage and refinance applications online

· You can look up interest rates, shop for the best loan and review qualifying information, and actually submit applications.
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The Benefits of Technology

u

Stock and Bond Purchases Online

u

Online Banking

í

Access to balances

í

Access to loans

í

Access to transfers and withdrawals


2.4.6 Stock and Bond purchases online

· Online Banking.  There is access to bank balances, loan balances and applications, and transfers and withdrawals.
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The Downside of Technology

u

Instant Credit

í

Information not verified

u

Credit Cards

í

“Pre

-

approved” offers of credit land in your

mailbox


training notes

· We can see that technology has given us the freedom, flexibility, and independence to perform activities quickly and easily.  However, there is a downside to all of the convenience.

· Discuss the two bullets.

· Now let’s look again at those conveniences and see what their downsides are.

2.5 What is the downside of technology?

There is an emerging fight in American society over protecting personal information.  As data becomes more easily amassed, stored and transferred electronically, many are finding that there are few safeguards.

Technology has changed the rules of privacy.  In this section, we will see how we go through life (inadvertently dropping crumbs of data about ourselves) providing data to “data warehouses,” marketing companies, and businesses.

training notes

· Display:  Module 2, PowerPoint slide 11

2.6 loss of privacy

2.6.1 ATM and Debit Cards 

·  When we buy books, groceries, rent movies, or pay bills with credit and debit cards, we give away information about ourselves.  Databases are being kept on how often we travel, where and when we were born, what we buy, what prescriptions we use, and who we call.
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The Downside of Technology

u

 Loss of Privacy

í

ATM and Debit Cards

l

Databases compiling data on you:

–

Where you go

–

When you go

–

How often you go

–

What you buy

–

Prescriptions

–

Phone Calls


training notes

· Display:  Module 2, PowerPoint slide 12

· Ask how many people receive pre-approved credit card applications in the mail?  And what do they do with them?  Solicit answers.

· You should not just throw away your “pre-approved” applications.  Thieves scavenge through trash specifically for these and are able to establish accounts based on the information contained on the “pre-approved” application.  A woman who rented a room in a house obtained the SSN of the landlord.  The renter collected all the pre-approved offers of credit that were mailed to the house.  She obtained and used 15 credit cards and left the landlord with debts totaling $74,000. 

· If you try to obtain a $2,000 loan from a bank or lending institution, you will be required to provide every bit of information imaginable.  However, you can get a credit card with a $5,000-$10,000 limit with no personal contact.

2.6.2 Instant Credit

· Many businesses, especially department stores, that issue “instant credit” are not checking addresses or verifying information.  They are eager for new customers in this competitive line of business.

2.6.3 Credit Cards

· Many businesses send out “pre-approved” offers of credit.  This has become an increasingly easy way for thieves to obtain credit cards.
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Impact of Lost Access

u

 Tremendous pressure on lawmakers from

advocacy groups concerned with privacy

issues

—

possible restriction or loss of

access to information

í

 Lose-lose situation

l

Agencies and clients alike


training notes

· Display:  Module 2, PowerPoint slide 13

· Have you ever heard of Acxiom Corp.?  Acxiom often can determine whether you own dogs or cats, enjoy camping or gourmet cooking, read the Bible or other books.  It often can pinpoint your occupation, the car you drive, and your favorite vacation.  By analyzing their billions of pages of data, they can provide their customers profiles of consumers who should be offered a credit card or who is likely to buy a personal computer. This is called “data warehousing.”

· Point out the article “Data Firms Getting Too Personal?” Washington Post on page 3 of the Appendix.  Summarize the article and point out the important points to include:  

Acxiom electronically gathers information on about 196 million Americans.  Acxiom’s revenue has grown from $91 million to $402 million over the past five years.

There has been an uncharted increase in the number of web sites selling reports with personal data that helps locate individuals.

There are few laws restricting the collection and sale of most personal data and federal agencies have stressed self regulation.

· A television news station reported that a man was suing a major grocery chain.  The man claimed that he had required emergency medical attention and surgery due to his purchase of a dairy product that was bad.  When the man, his lawyer, and the major grocery chains representatives met to discuss the case, the grocery chain produced a list of items that the man bought which could cause the illness.  The chain had tracked his buying habits from the use of his check-cashing card.

2.6.4 Check Cashing Cards

·  Using your check-cashing card allows the retailer to track your buying habits in order to offer customized coupons.
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The Downside of Technology

u

 Potential Fraud:  Identity Theft

í

Tens of thousands have been victims

í

Trans Union reports 1,400

calls per day from victims

of identity fraud

í

Ruined credit ratings

í

Huge debts


training notes 

· Display:  Module 2, PowerPoint slide 14

· Despite the fact that purchases on the web may be unsafe, this has not stopped people.  There were a record number of purchases through the web during the 1998 Christmas season.  Many web sites were jammed and companies were unable to meet the demands for purchases.

· Last year, a computer at the University of San Francisco was used to steal 100,000 names, log-ons, credit card numbers, and other data from internet providers.

· A bank has teamed up with a grocery chain to cross reference people’s shopping patterns with their financial records—a process called cluster analysis.  This helps to predict in which services a person may be interested.  For example, they could aim to promote IRA’s to those who make over $50,000 and buy gourmet coffee every week.

2.6.5 Online Internet Access

The Internet works by sending information from computer to computer until the information reaches its destination.  When data is sent from point A to point B, every computer and network in between provides an opportunity for someone to look at what is being sent.  This can pose a security problem.

· Purchases on the web:  Your information passes from computer to computer on its way to the company from whom you are purchasing items.  Unfortunately, one of the computers in between could be infiltrated by criminals who watch the data passing through until they see something interesting, such as your credit card number.
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The Downside of Technology

u

 Medical Information Bureau

í

Access to medical records may affect:

l

Employment

l

Credit

l

Educational Opportunities

l

Health Insurance


 training notes

· Display:  Module 2, PowerPoint slide15

· Medical information sometimes ends up in the wrong hands.  A woman was denied employment when her Medical Information Benefits (MIB) file indicated she had a predisposition for a muscular disease, even though she had not had any symptoms of this condition.  Her prospective employer had obtained the records through their insurance company.

· Could you imagine if your medical insurer could see your grocery shopping habits?  There is nothing to prevent information that a customer is buying bacon and cigarettes from making its way to an insurance company.

2.6.6 Medical Information Bureau (MIB) 

The Medical Information Bureau (MIB) is a central database of medical information.  Approximately 15 million Americans and Canadians are on file in the MIB's computers. Over 750 insurance firms use the services of the MIB primarily to obtain information about life insurance policy applicants.

· Information from your medical records may influence your credit, admission to educational institutions, and employment, and affect your ability to get health insurance.

· When someone applies for a policy, insurers scan the Medical Information Bureau (MIB) for information.

[image: image16.wmf]Module 2

16

The Downside of Technology

u

 Motor Vehicle Information

í

Sells copy of database

í

Customized searches

u

Do you know if your State’s DMV is selling

your data?


training notes

· Display:  Module 2, PowerPoint slide16

· A week before her birthday, a Pennsylvania woman received a card in the mail from RadioShack, wishing her happy birthday and offering her $10 off her next purchase. She had never been to a Radio Shack or provided them with any personal information.  How could this happen?  RadioShack bought the information from the State’s motor vehicle department. Ask participants if anyone has had a similar situation?

· Refer participants to the Appendix, page 7:  Steps to Protect Your Privacy.  This shows how to determine if their State is selling DMV data, stop pre-approved applications, where to obtain copies of their credit report, and other valuable information.

· The day BEFORE a young man was notified that he passed the Virginia Bar exam he received a “professional courtesy” copy of Sports Illustrated congratulating him on his membership in the Virginia Bar.  Apparently, the Virginia Bar had sold the list and firms used it for marketing purposes.  Another point to ponder is that the bar also does a background investigation on people, so who knows what data has been sold.

· Amazon.com uses your ordering history to develop a recommendation list that appears on the screen when you sign into their website.

· It's important to know that the personal information you provide to companies, marketers, and government agencies may be used for many purposes without your knowledge.

2.6.7 Motor Vehicle Information

· The State motor vehicle privacy laws are inconsistent and sometimes ineffective.  Virginia, for example, does not allow easy access to driver or motor vehicle records, while Maryland does.  A handful of states sell a copy of their entire motor vehicle database or will conduct customized searches for anyone who requests it.
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“48 Hours” Video


2.6.8 Marketing Information

· Many organizations use personal information to process your order, however they may use it to tell you about products, services, or promotions; or they may share your information with others.

training notes

· Display:  Module 2, PowerPoint slide 17.  Ask participants if they have ever heard of “identity theft.”  Explain the basic concept is that someone steals your identity, e.g., SSN, birth date, etc., then actually becomes you on paper to charge purchases, steal money from bank accounts, buy houses and condos, etc.

· Display:  Module 2, PowerPoint slide 18.  Tell participants that we are going to look at a segment of a “48 Hours” episode dealing with identity theft.  Mention that many news shows have now done segments on this topic.

· After the video has been shown, ask if anyone has ever been a victim of identify theft or known someone who has.  Discuss the bullet points in discussion items and record discussion items on flipchart.

2.7 “48 hours” video clip
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Impact of Lost Access

u

 What would you do without access to

automated resources?

í

We would be out of business!


View the video clip then be prepared to discuss:

· How easy it is to get personal information about anyone

· How you can protect yourself

· How does identity theft affect the child support program and what you do each and every day
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The Downside of Technology

u

 Potential Fraud:  Identity Theft

í

It can take minutes, sometimes even seconds to

find where you live . . .


training notes

· Display:  Module 2, PowerPoint slide19

· “Identity Theft and Assumption Deterrence Act of 1998.”  This legislation makes identity theft a federal crime, with penalties up to 3 years imprisonment and a maximum fine of $250,000.  (Signed October 30, 1998)

· A woman left her wallet behind when going through an airport checkpoint.  A female identity thief took the wallet and started using the woman’s identify.  The identify thief was pregnant and gave birth using the victim’s name on the birth certificate.

· Point out the article, “Stolen Identity Hostages Thieves Cash in on Others Names, Credit and Future” on page 11 in the Appendix.  Summarize the article and the important points:

The average take for a bank robber is about $2,500.  But an identify thief runs up an average of $20,000 to $30,000 in bills on each victim.

Tips help keep identity your own.

2.8 Identity theft

2.8.1 Identity theft

· Identity theft or using someone else’s name for financial or other gain is rapidly becoming an epidemic in the “Information Age.”  Tens of thousands of Americans have been victims of identity theft.  Imposters run up huge debts, file for bankruptcy, and commit serious crimes.  It can take years for victims to restore their credit ratings and their reputations.

· Trans Union, one of the nation’s three major credit bureaus, reported they receive approximately 1,400 calls per day from identity theft victims.
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The Downside of Technology


training notes

· Let's talk about another downside of technology—how easy it is to locate someone.

· Display:  Module 2, PowerPoint slides 20 and 21.  Discuss how easy it is to get someone’s address by using any search tool on the Internet.

2.8.2 Physical Safety

· It can take minutes—sometimes even seconds—to locate someone, his or her address, and exact street location.  Just a few minutes more and neighbors can be identified as well.
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The Downside of Technology
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The Downside of Technology


training notes

· Display:  Module 2, PowerPoint slides 22 and 23.

· Now show how easy it is to get a map and/or directions to someone’s address, which you just obtained, in the first step.
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The Downside of Technology
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Information Age: The Downside

Companies that Accessed Nancy’s Credit File

4/29/98

Equifax - Disclosure

2/21/98

PRM - Citcorp Gold ML

2/5/98

PRM - Bank of America

12/23/97

PRM - Capital One

11/19/97

PRM  - Citibank

10/14/97 

PRM - Penny, JC CO

10/1/97

PRM - 1st Card Promotions

9/17/97

PRM - Provident Bank

9/17/97

PRM - First Deposit

9/5/97

PRM - Diners Club

8/29/97

PRM - Sears MC

7/24/94

PRM - Chase Mortgage

7/7/97

PRM - First Deposit

6/25/97 

AR - Mortgage Guarantee

6/20/97

PRM - First Deposit

6/10/97

PRM - Nissan Acceptance

5/7/97

PRM - First Deposit

3/2/98

AR - AT&T Risk Management

2/20/98

PRM - Wachovia Bank Card

12/29/97

PRM - Bank of America

Financial

12/22/97

PRM - First Card Promotions

10/21/97

PRM - First Card Promotions

10/14/97

PRM - Citicorp

9/18/97

PRM - Bank of America

Financial

9/17/97

PRM - First Omni Bank

9/8/97

PRM - First USA Bank

9/4/97

PRM - First Deposit

7/30/97

PRM - First Deposit

7/15/97

PRM - First Deposit

6/27/97

PRM - Bank of New York

6/20/97

PRM - Prime Option

6/15/97

PRM - First Deposit

5/18/97

PRM - First Deposit

4/9/97

PRM - Bell Atlantic Mobile


training notes

· Display:  Module 2, PowerPoint slides 24 and 25

· Discuss PowerPoint slide with “Nancy’s” credit report.  

· Look at how many entries there are that she is unaware of.  The items that display PRM are done without her knowledge.  These are entries for the purpose of making a credit offer or to review your account.  The bolded item is the only one she was aware of having applied for a cell phone account.  (Note:  “Nancy” is an employee of the Federal Office of Child Support Enforcement.  She was stunned to learn how many times that someone had accessed her credit files.)

2.8.3 Credit Files and Ruined Credit

[image: image25.wmf]Module 2

24

The Downside of Technology

u

 Potential Fraud:  Identity Theft

í

Who has been accessing your credit report?


· Do you know who is using your credit cards or has accessed your credit report?  Nearly a third of all credit reports contain serious errors. 

[image: image26.wmf]Module 2

30

u

Fax Machines

u

Voice Mail

u

Personal Computers

u

Statewide Automated Systems

u

Locate Resources

í

Credit Bureau

í

State Agencies

 Automated Tools

—

State


· Think about the information you come in contact with on a daily basis.  How many credit reports have you run on an NCP?  Have these reports been shredded?  What would happen if it fell in the wrong hands?

training notes

· Now let’s transition from technology and its impact on us to the impact it has on the child support program, non-custodial parents, and custodial parents.

· Display:  Module 2, PowerPoint slide 26

· Discussion:  Ask participants to briefly describe the advances in the program since they first started working for child support.  Try to find the person who has worked in child support the longest.  Start with this person asking them to describe the case intake process, the locate process, and the enforcement process when they first started. Contrast this to how it works now.  What has made the difference?  Technology and automation.

2.9 How have we kept pace with the growing caseload and how does what we have covered affect the child support program?

[image: image27.wmf]Module 2

5

The Benefits of Technology

u

Instant Credit

í

Increased credit availability

í

Online link between stores and the bank


Initially, the child support worker “worked” a case based on information provided by the Non-custodial parent (NCP) and the custodial parent (CP), with no automation.  The child support worker relied on manual sources of location and strong interviewing skills to obtain information.  Safeguarding the information was somewhat easier as it was contained in a file folder and locked in a file cabinet.

training notes

· Display:  Module 2, PowerPoint slides 27 and 28

· Statistics that show program changes:

Divorce rate in 1970 was 4.3 million, in 1996 18.3 million

Children born to unmarried parents:  400,000 in 1970, 1.2 million in 1995

The total IV-D caseload increased by approximately 26% from 1992 to 1997 (from 15.2 million cases to 19.1 million cases)
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So How Does All This Relate

to the Child Support Program?


Through the years the technology, resources, and caseloads have increased measurably.  The program advanced from a manual program to slightly automated running tape matches of the child support database against State employment databases and receiving bits of dated, old information.  More recently it has advanced to online, instant access to many valuable resources.
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How This Impacts the Child Support

World . . .

u

Once the child support worker had little

or no automation . . .

u

Through the years technology,

resources, and caseloads have

increased measurably


training notes

· Display:  Module 2, PowerPoint slide 29.

· The Family Support Act of 1988 required all States to have an automated child support enforcement system in place by October 1, 1995.  Many of the States were unable to meet this deadline, so OCSE extended the deadline until October 1, 1997 without penalties to the states.  The Personal Responsibility and Work Opportunity Reconciliation Act of 1996 (PRWORA) required additional enhancements/changes to the State automated systems, which must be in place by October 1, 2000.

· To see the status of each State’s automated certification, refer to website:  http://www.acf.dhhs.gov/programs/cse/stsys/!cse.htm
2.9.1 Automated Systems:  

All States are required to have a fully automated, certified child support enforcement system.
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The Downside of Technology

u

Check Cashing Cards

í

Buying habits tracked



training notes

· Display:  Module 2, PowerPoint slide 30 and discuss the listed automated tools and show how they help.

· This is an excellent place for class interaction.  Solicit what other automated tools they use in their offices and the changes they have seen since they started in child support.  Participants may have to really think since many have become so comfortable with their automated systems that they can’t remember what it was like before.  Once they start to talk it will all come back to them.

2.10 what automated tools do we use?

2.10.1 Technology Resources

· Fax machines

· Voice mail

· Statewide automated system

· Personal computers
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u

Statistics show significant growth of the child

support program

u

Through automation the program has been

able to keep pace

Let’s See . . .


training notes

· Let’s talk about the locate resources that are available to us as child support workers.

· Display:  Module 2, PowerPoint slide 31

· Go through the list of State agencies:

IV-B refers to Section B of the Social Security Act and deals with adoption.

IV-E refers to Section E of the Social Security Act and deals with foster care.

IV-A refers to Section A of the Social Security Act and deals with cases previously referred to as welfare cases, now known as TANF (Temporary Assistance to Needy Families).

2.10.2 Locate Resources

· Credit bureau 

· National Crime Information Center (NCIC)

· National Law Enforcement Tracking System (NLETS)

· Utilities

· Banks

· State Agencies

IV-B (Adoption) and IV-E (Foster Care)

IV-A/TANF

Worker’s Compensation

Licensing

Health professionals

Motor Vehicles

Department of Transportation

Unemployment

Taxation

Corrections

Vital Statistics

Department of Elections

Department of Personnel and Training
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Potential for Misuse of Data

u

 What is an example of misuse?

í

Knowingly and willfully disclosing or

obtaining information under false pretenses

State Employment Security Administration

training notes

· There is much information available at the State level.  But there is also much information available at the Federal level.  Safeguarding the information available at the Federal level is the primary reason why we are here.  The information we get from the FPLS is current, hot information.  In addition, there is information in the National Directory of New Hires (NDNH) on almost everyone who is or has been working.  Would you like to see your personal information misused?

· Display:  Module 2, PowerPoint slides 32 and 33 

· The NDNH is a national repository of employment, unemployment insurance, and quarterly wage information and is maintained by the FPLS.  The data residing in the NDNH includes:  records from the State Directory of New Hires, quarterly wage and unemployment insurance data from the State Employment Security Agencies (SESA’s) and new hire and quarterly wage data from Federal agencies.

· As of September 1999, the NDNH contained over 1 billion employment and uninsurance claimant records.  

2.10.3 Federal Location and Collection Services
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The Child Support Enforcement

Program:

Securing the Future Video


· National Directory of New Hires (NDNH).  The NDNH is a database consisting of newly hired employee data, quarterly wage data, and unemployment compensation claimant information.
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u

Increased Access

u

Vast improvements at every stage of

the child support process

Benefits of the Data

u


training notes

· The other national database, that together with the NDNH comprises the expanded FPLS, is the Federal Case Registry (FCR).  The FCR is a national database that includes all child support cases handled by State IV-D child support agencies (referred to as IV-D cases), and all support orders established or modified on or after October 1, 1998 (referred to as non IV-D orders).  While information in the FCR is provided through the State Case Registries (SCR), the FCR is not a duplication of all of the data maintained in each State’s automated child support system.  Rather, it is a database of the most basic case and participant information.

· As of September 1999, the FCR contained over 12 million child support cases, with 49 States and Territories reporting.

· Display:  Module 2, PowerPoint slide 34

· Federal Case Registry—National registry of participants in child support cases, constructed from abstracts of participant and case information that State Case Registries transmit electronically.
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u
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training notes

· Display:  Module 2, PowerPoint slide 35

· In addition to the information contained in the NDNH and the FCR, the FPLS also has access to additional external locate sources.  These include 

Social Security Administration

Department of Defense

The Internal Revenue Service

The Department of Veterans Affairs

The Federal Bureau of Investigation

· External Locate Resources.  Locate requests for specific kinds of locate information that are not automatically searched for in the FPLS.

· Social Security Administration, which provides identification and verification of Social Security number (SSN) and either the employer name and address or the employee name and address.

· Department of Defense provides a military duty address, pay grade, and date of separation from the service.

· The Internal Revenue Service provides SSN verification as well as address information from the most recently filed tax return.

· The Department of Veterans Affairs provides information about pensions, compensation, and educational benefits.

· The Federal Bureau of Investigation provides home and work addresses for its employees, and other data such as employee status, date of hire, salary, and health coverage.
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u
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u
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u
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u

Federal Bureau of Investigation


training notes 

· Display:  Module 2, PowerPoint slide 36 and discuss the bulleted points.

· As a result of proactive matching between the FCR and NDNH, locate and employment information on over 2.8 million NCPs was returned to States for further action in FY 1999.  This is more than double the 1.2 million matches in FY 1998.

2.11 Proactive Matching

Proactive matching is an automatic search process.  The FPLS automatically checks for data matches or “hits” even though no specific locate requests have been made by a State.

· Proactive matching takes place between the NDNH and the FCR. This happens when:

· Newly hired employee is added to the NDNH

· Unemployment Insurance or quarterly wage data is submitted to the NDNH

· Proactive matching takes place between the FCR and the NDNH when:

· A IV-D participant is added to the FCR as a result of being added to the SCR

· Proactive matching takes place between the FCR and the FCR when:

· A IV-D participant is added to the FCR as a result of being added to the SCR

[image: image37.wmf]Module 2

34

Federal Case Registry

u

 

 

A national registry of participants

    in child support cases

u
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u

 Will alert State(s) that other State(s) have
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training notes

· Display:  Module 2, PowerPoint slide 37

· So how have all of these automated systems, databases, telecommunications software, and access to information influenced the business of child support?   We have been able to make vast improvements to the services we provide to our clients—from paternity establishments through an increase in collections and faster disbursements of child support payments, despite an ever increasing caseload.

·  How the program has improved:

in FY 1997 there were 19.1 million child support cases

In FY 1998 a record $14.3 billion was collected in child support (an increase of $6.3 billion or 79% since 1992)

2.11.1 Benefits of the data obtained

· [image: image38.wmf]Module 2
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National Directory of New Hires

(NDNH)

u

 Three types of data received:

í

New Hire

í

Quarterly Wage data (QW)

í

Unemployment Insurance (UI)

Increased access to data has resulted in vast improvements at every stage of the child support process.

training notes

· Display:  Module 2, PowerPoint slide 38
· Let’s put all of what we’ve been talking about together.  We have talked about the increased availability of information—through the internet, state resources, and federal resources.  We’ve talked about how technology has improved the lives of child support workers and the clients that we serve as well as how the downside of technology can affect all of us.  

· OCSE takes the issue of security in child support very seriously.  For this reason, they produced the video that we are about to view.  It illustrates the enviable position we, as child support workers, are in with our access to vast amounts of personal data.  But it also points out the responsibility we all have to protect the data.  Let’s take a look at this 13-minute video and discuss it.

· Record discussion items on the flip chart.

2.11.2 “The Child Support Enforcement Program—Securing the Future” video

· View the video and be prepared to discuss the following points:

· How easy it is to get personal information about anyone

· Customer satisfaction vs. data disclosure

· Penalties for unauthorized disclosure
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training notes 

· So far, we have covered information about how people can misuse your personal data.  Now, let’s think about the information you come in contact with daily.  How could this be misused?  What could happen if this information fell into the wrong hands? 

· Display:  Module 2, PowerPoint slide 39

2.12 Potential for misuse of data

2.12.1 What is misuse?

· Knowingly and willfully, requesting or obtaining any information under false pretenses for unauthorized purposes

· Think of all the information you have access to as a child support worker.  What is the potential for misuse?
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u

Banks

u
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training notes

· Ask participants for some examples of possible misuse of data.  For example, consider inadvertent “misuse”, e.g., leaving files open on one’s desk.

· Display:  Module 2, PowerPoint slide 40 

· There is NO such thing as innocent activity.  We will be discussing this in future modules, but it is important to reiterate over and over.
2.13 EXAMPLES OF MISUSE
· What are some examples of misuse of information in the workplace?

· Accessing credit bureau information on yourself, friends, family

· Accessing employment database for personal use

· Reviewing personal, friend, or family case, which is not in your caseload assignment

· What happens if the information gets into the wrong hands:

· Family Violence

· Fraud

· Selling of Information

[image: image41.wmf]Module 2

29

u

All States are required to have a fully

automated, certified child support

enforcement system

u

To view each State’s status:

í

http://www.

acf

.

dhhs

.

gov

/programs/

cse

/

st

sys

/

cse

.

htm

How Have We Kept Pace?


training notes

· Display:  Module 2, PowerPoint slide 41

· Do you have ground rules or procedures in place in your office, which govern what you should do if you observe or become aware of misuse of data?

2.13.1 If we see misuse, what do we do about it?

· If you see something suspicious, do not ignore it. 

· Ask questions. 

· Report what you saw.  Maybe it was an innocent activity—but maybe not.
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u
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personal use

u

 Accessing employment database for

personal use

u

 Think about it . . .

í

If it is for personal use, is it appropriate?


training notes

· Display:  Module 2, PowerPoint slides 42 and 43

· One of the repercussions of misusing data is losing access to that data by either a child support worker or the entire agency.  Think about what impact that would have on you performing your job as a professional child support worker.

2.13.2 What would be the impact of losing access to the data?

· Impact on job   

· Think about it.  Do you take your motor vehicle access or employment data for granted?  What if you lost access to it?

2.13.3 [image: image43.wmf]Module 2
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u
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Summary

u

 Child Support is in an enviable position

í

Privileged access to resources

u

With access comes trust . . .

í

Broken trust leads to curtailment or

í

Information lost completely

Advocacy groups working on privacy issues have expressed concern over child support agencies’ broad access to personal data for clients and non-clients alike.  Should access be rescinded, child support agencies would have a much more difficult time carrying out their child support duties—a lose-lose situation for the agency and clients alike.  Lost trust and access to locate sources would be difficult, if not impossible, to regain.

training notes

· Display:  Module 2, PowerPoint slide 44

· Think about it.  Would you like to be responsible for a case of identity theft that occurred when you “accidentally” threw an NCP’s credit report in the trash?

· Emphasize why security and privacy is so important.

2.14 summary

· Child support agencies are in an enviable position with regards to their investigatory tools:  New Hire Directories, the Federal Case Registry, NLETS, credit bureaus, licensing agencies, and the IRS.  Child support staff have privileged access to many resources unavailable to other governmental agencies and private entities.

· With such access comes responsibility, and the expectation that information accessed and gathered will be absolutely protected from misuse. Should the trust be broken, should child support agencies become lax resulting in a breach in confidentiality, privileged access could be significantly curtailed, if not lost completely.
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Summary

u

 Security and privacy are “hot” issues.  We

need to do our part to safeguard

information

—

be proactive!


training notes

· Display:  Module 2, PowerPoint slide 45

· Review the flipchart pages where we documented how the information age has improved the lives of the participants in the last 48 hours.  Review the flipchart entries and see how the downside of technology affects each activity.

· Once you have completed the group discussion, turn to the next page for the crossword puzzle exercise.

In the next module we will be looking at protecting and safeguarding the data that you come in contact with each day, and who has authorized access, and for what authorized purposes.
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training notes

· [image: image47.wmf]Module 2

14

The Downside of Technology

u

 Online Internet Access

í

Shopping on the web

—

info passes from

computer to computer

Refer participants to the group activity The Information Age and Child Support crossword puzzle in the Appendix, pages 15 and 16.

· Advise participants to work in pairs (or as a group depending on how the classroom is set up).  You may need to give hints if you see that the participants appear to be stuck on some of the less obvious answers.  Advise participants that we will go over this as a group when they have completed the exercise.

2.15 The information age and child support crossword puzzle

2.15.1 Group Activity

· When instructed by your trainer, turn to page 15 in the Appendix for The Information Age and Child Support crossword puzzle.

· Take about 15 minutes to complete this exercise.  
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The Downside of Technology

		 Potential Fraud:  Identity Theft





It can take minutes, sometimes even seconds to find where you live . . .
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Examples of Misuse

		 Accessing credit bureau information for personal use

		 Accessing employment database for personal use

		 Think about it . . .



If it is for personal use, is it appropriate?
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The Downside of Technology

		 Motor Vehicle Information



Sells copy of database

Customized searches



		Do you know if your State’s DMV is selling your data? 
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The Benefits of Technology

		Instant Credit





Increased credit availability

Online link between stores and the bank
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 “48 Hours” Video 





 










_1006921458.ppt


Summary

		 Security and privacy are “hot” issues.  We need to do our part to safeguard information—be proactive!
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Let’s See . . .

		Statistics show significant growth of the child support program







		Through automation the program has been able to keep pace
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The Child Support Enforcement Program:

Securing the Future Video












_1006918682.ppt


Automated Tools—Federal (FPLS)





NDNH

Federal Parent Locator Service





External

Locate 

Sources



FCR

C:D

New Hire Data

Case Registry Data





SESAs

Federal

Agencies

QW & UI

QW & NH
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Proactive Matching 





		NDNH to FCR matching



		FCR to NDNH matching



		FCR to FCR matching





		



FCR

NDNH
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 Automated Tools—State 

		Fax Machines

		Voice Mail

		Personal Computers

		Statewide Automated Systems

		Locate Resources



Credit Bureau

State Agencies
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The Downside of Technology

		 Online Internet Access



Shopping on the web—info passes from computer to computer
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The Downside of Technology 
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External Locate Sources

		Social Security Administration



		Department of Defense



		Internal Revenue Service



		Department of Veterans Affairs



		Federal Bureau of Investigation
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Benefits of the Data

		Increased Access

		Vast improvements at every stage of the child support process
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Federal Case Registry

		  A national registry of participants



    in child support cases 

		 Constructed from abstracts of State case 



    information

		 Will alert State(s) that other State(s) have



    registered the same participant
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 Locate Resources 

		Credit Bureau

		National Crime Information Center 

		National Law Enforcement Tracking System

		Utilities

		Banks

		State Agencies
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National Directory of New Hires (NDNH)

		 Three types of data received:





New Hire



Quarterly Wage data (QW)



Unemployment Insurance (UI)
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So How Does All This Relate 

to the Child Support Program?
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The Downside of Technology

		 Medical Information Bureau



Access to medical records may affect:

Employment

Credit

Educational Opportunities

Health Insurance
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The Downside of Technology

		 Potential Fraud:  Identity Theft





Tens of thousands have been victims

Trans Union reports 1,400                              calls per day from victims                                   of identity fraud

Ruined credit ratings

Huge debts
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The Downside of Technology

		 Loss of Privacy



ATM and Debit Cards

Databases compiling data on you:



Where you go

When you go

How often you go

What you buy

Prescriptions

Phone Calls
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The Downside of Technology



		Check Cashing Cards



Buying habits tracked











Now the Savings
are in the Card!




o

FOOD LION.





Save More With MVP





GianT








SHOPPERS
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SUPER
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The Benefits of Technology

		ATM and Debit Cards



Popular payment choice

Eliminate the need to carry cash
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The Benefits of Technology







		 Instant Access to Airline Reservations










Book Flights


 anywhere- anytime!!
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Book Flights
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The Benefits of Technology

		 Online Internet Access





Mortgage and Refinance Applications 



Instant access to interest rates



Shop for best loan



Submit application
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The Benefits of Technology



		Credit Cards





Increased credit availability



Easy access to cash advances
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The Benefits of Technology

		 Online Internet Access





Instant replay of TV and radio programs
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Learning Objectives 

		Identify and discuss the benefits of technology



		Explain the downside of technology
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Learning Objectives 

		Discuss how technology has had an effect on the child support program



		Identify how increased technology has led to increased benefits



		Discuss the potential for misuse of data
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The Downside of Technology 
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Module 2: 

The 

Information Age 

and 

Child 

Support
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Information Age: The Downside

Companies that Accessed Nancy’s Credit File

4/29/98	Equifax - Disclosure

2/21/98	PRM - Citcorp Gold ML

2/5/98	PRM - Bank of America

12/23/97	PRM - Capital One

11/19/97	PRM  - Citibank

10/14/97 	PRM - Penny, JC CO

10/1/97	PRM - 1st Card Promotions

9/17/97	PRM - Provident Bank

9/17/97	PRM - First Deposit

9/5/97	PRM - Diners Club

8/29/97	PRM - Sears MC

7/24/94	PRM - Chase Mortgage

7/7/97	PRM - First Deposit

6/25/97 	AR - Mortgage Guarantee

6/20/97	PRM - First Deposit

6/10/97	PRM - Nissan Acceptance

5/7/97	PRM - First Deposit 

3/2/98	AR - AT&T Risk Management

2/20/98	PRM - Wachovia Bank Card

12/29/97	PRM - Bank of America Financial

12/22/97	PRM - First Card Promotions

10/21/97	PRM - First Card Promotions

10/14/97	PRM - Citicorp

9/18/97	PRM - Bank of America Financial

9/17/97	PRM - First Omni Bank

9/8/97	PRM - First USA Bank

9/4/97	PRM - First Deposit

7/30/97	PRM - First Deposit

7/15/97	PRM - First Deposit

6/27/97	PRM - Bank of New York

6/20/97	PRM - Prime Option

6/15/97	PRM - First Deposit

5/18/97	PRM - First Deposit

4/9/97	PRM - Bell Atlantic Mobile
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The Downside of Technology 
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The Downside of Technology

		 Potential Fraud:  Identity Theft



Who has been accessing your credit report?












