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MODULE 1

Introduction

Training Notes

What you need to say/do

1. Welcome participants to the Expanded Federal Parent Locator Service Security Awareness Training.  Explain to participants that the Federal Office of Child Support Enforcement (OCSE) developed this training course to meet the ongoing security awareness needs for all staff that have access to or work with the Federal Parent Locator Service.

2. Review the Introduction on the facing page.

3. Display PowerPoint Slide 1-1: Security Awareness Training.

4. Tell participants that this course is interactive and we welcome participation.  This is an opportunity to exchange experiences and learn from each other before returning to our respective offices.

What you need to know

1. The entire course will take approximately 3 hours and 30 minutes.  An agenda with times for each module are on page 1-17.

2. It will take approximately forty-five minutes to complete this module.

3. The curriculum can easily be adapted to state-specific use and policy, enabling trainers to tailor the material to meet specific audience’s educational needs and interests.

4. Equipment, supplies, handouts, and PowerPoint slides needed for this module are listed below:


Equipment/Supplies

· Personal computer

· LCD projector and screen

· PowerPoint slides

· Flipchart stand with two pads of paper and/or whiteboard

· Markers (permanent, dry-erase, and wet-erase)

· Masking tape
· Attendance roster and name tents

· Trainer Guide

· Participant Guides (including Appendix with handouts)

· Note:  If a PC and LCD projector are not available then prepare:
· Overhead projector and screen

· Transparencies

Handouts

· 1–1 Uncle Sam Has All Your Numbers

· 1-2 Digital Government

· 1-3 Identity Thieves Thrive in the Information Age

· 1-4 Web of Lies

· 1-5 Federal Computer Week

· 1-6 Suspect in Mass. Shooting Rampage Pleads Not Guilty

· 1-7 Security Assessment Tool
PowerPoint Slides

· 1-1 Security Awareness Training

· 1-2 Security Is Everyone’s Responsibility!!!

· 1-3 What Comes To Mind When You Hear the Word Security???

· 1-4 Why Is Security Important?

· 1-5 Why Is Security Important?

· 1-6 Agenda

· 1-7 Security Assessment Tool



Introduction

Time: 45 Minutes
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Expanded Federal Parent Locator Service

Security Awareness Training


Welfare reform legislation has mandated many changes and new requirements to the child support program.  Today we will focus on the impact the changes have had as a result of expanding the Federal Parent Locator Service (FPLS).  These major changes use electronic technology to communicate, exchange information, and affect financial transactions in ways we would not have imagined ten, or even five, years ago.  With added resources come added risks surrounding security and confidentiality issues.  

Our training course—Expanded Federal Parent Locator Service Annual Security Awareness Training—is designed to give the child support community an overall sense of the need to focus on security as a priority in the child support program, the office, and in your personal lives.  

Training Notes

What you need to say/do

1. Introduce yourself:

· Tell participants how long you have been a trainer.

· Identify the types of training you have done.

· Describe any work experiences you have had that relate to this training.

2. Relate an interesting/humorous training experience (helps to relax participants). 

3. Refer participants to the questions listed on the next page.  

· Go around the room asking participants to provide the information listed on the next page.

· Use the flipchart to list participants’ expectations of the course.  Tape flipchart pages on the walls.  (If some participants state expectations that are not part of this course, refer them to other resources.)  As appropriate, affirm that it sounds like they are here for all the right reasons.

4. Display PowerPoint Slide 1-2: Security Is Everyone’s Responsibility!!!
What you need to know

1. Allow approximately 10 minutes for the introductions.

2. At the end of the course, you will review the flipcharts developed in #1 to see if participants’ expectations have been met.

3. The first 30 minutes of the first day of training is very important.  It is when participants begin to form opinions of the trainer and the training course.  The trainer needs to establish a climate that makes participants comfortable, relaxed, and eager to learn.  One way of accomplishing this is to conduct a warm-up exercise.

Participant Introductions
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Participant Introductions:

1. Name

2. Place of employment, how long you have been with the Child Support Enforcement Program, and area(s) of responsibility.

3. What are your expectations of the course?  Write down one question that you hope to have answered during this class.

TrainING Notes

What you need to say/do

1. Continue to display PowerPoint Slide 1-2: Security Is Everyone’s Responsibility!!!
What you need to know

1. It is strongly recommended that someone from senior management conduct a brief introduction to this course.  This will stress the importance of compliance with good security practices and procedures.  This will set the tone for the training.

2. Management support of security issues can be critical to a good security program.  When participants see management modeling good security, they will realize the importance of the program.
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During this session, we will discuss how security is becoming vital in the workforce today.  It takes everyone working together, doing his or her part, to make a successful security program.  It is important to realize that you can be the biggest asset to a successful security program by identifying risks associated with fraud, theft, violence or bottlenecks in the system.

Training notes

What you need to say/do

1. Tell participants to be sure to sign in on the attendance roster. 

2. Review the training schedule, facility layout, and administrative tasks with participants.

2. Advise participants to be considerate of others and turn off beepers and cell phones.

3. Tell participants that the training manual format in most modules is similar.  Ensuring the same “look and feel” from module to module helps the participants to become more familiar and comfortable with the training material.

4. Demonstrate the use of the manual by telling participants to turn to specific page numbers as you describe those sections, modules, and pages.

What you need to know

1. The attendance roster is a critical piece of the security training.  This records the attendance and provides a vital record to ensure that participants have been supplied with critical security information.  It is recommended to have participants sign in at the beginning of the course and again after the mid-morning break.

2. It is important to review the training schedule, facility layout, and administrative tasks with participants.

3. The trainer’s manual has extensive “Training Notes” on the left-hand side (that is, the even number/back pages) as shown here.  To create participant manuals, delete the notes from these pages, but leave the page and the heading “Training Notes”—this will provide a blank space for participants to take notes during training (and it will also ensure that the page numbers in the trainer and participant manuals stay the same).

4. The “Training Notes” pages have been designed to provide information and instructions as a guide for the trainer.  These pages are divided into two sections: “what you need to say/do” and “what you need to know.”  These sections provide information such as:
· Instructions for displaying audio visual aids (PowerPoint, flipcharts, etc)

· Information that is important for the trainer to know when discussing a specific subject or task

· Suggested timeframes for modules and exercises

· References to other modules and to reference material
4. At times, however, you may find the “Training Notes” section blank—this is an opportunity for you to write your own notes in preparation for delivering this training course.

Training Schedule, Facilities, and ADMINISTRATIVE Tasks

The trainer will review the following with the participants.

· Attendance roster

· Class hours (start and end times)

· Breaks 

· Lunch (start time and duration)

· Lunch/snack facilities

· Location of restrooms

· Location of water fountains 

· Location of telephones

· Location of emergency exits

· Emergency phone number

· Parking

· Smoking policy

· Name badges or name tents

· Training manuals

TrainING Notes

What you need to say/do

1. Display PowerPoint Slide 1-3: What Comes to Mind When You Hear The Word SECURITY???
2. Encourage participants to respond to the question listed on the slide.  

3. Write participant responses on the flipchart.  Make sure to cover all the bullets listed on the next page to ensure that they have a big picture view of security.

What you need to know

Security
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What Comes to Mind When 

You Hear the Word


What do you think of when you hear the word security?

· Cameras
· Firewalls

· Security Guards
· Invasion of Privacy

· Alarm Systems
· Identify Theft

· Motion Detectors 
· Workplace Violence

· Badges
· Biometrics

· Passwords
· Biological Threats/Warfare

TrainING Notes

What you need to say/do

1. Display PowerPoint Slide 1-4: Why Is Security Important?
1. Refer participants to and discuss Handout 1-1, Uncle Sam Has All Your Numbers in the Appendix.

· Highlight:  Civil liberties activists say it would be a mistake to consider the system solely in terms of finding bad parents and making them pay up.  They worry that the network - a massive expansion of earlier child-support efforts – sets a new standard for data surveillance by using computers to cross-reference hundreds of millions of personal records about Americans.
2. Refer participants to and discuss Handout 1-2, Digital Government in the Appendix.

· Highlight:  Nick Young (VA DCSE Director) can’t say enough about the benefits of the federal government’s new hires database.   …He takes pride in the fact that the database has helped him put millions of additional dollars in the pockets of parents raising children on their own.
· Highlight:  Indeed, identity theft is the most concrete of the possible repercussions that result from the increased availability of personal information. 

3. Refer participants to Handout 1-3, Identity Thieves Thrive in the Information Age in the Appendix.

· Highlight:  The Justice Department told Congress that Internet fraud, including identity theft, is one of the nation’s fastest-growing white-collar crimes.  And John G. Huse, Jr. the Social Security Administration’s inspector general testified that misuse of Social Security numbers in fraudulent activity is “a national crisis.”
4. Refer participants to Handout 1-4, Web of Lies in the Appendix.

· Highlight:  Online services and access to the Internet provide consumers with a wide world of information and sellers with a new way to promote their products or services.  Unfortunately, con artists also have recognized the potential of cyberspace.  Technology is resulting in new ways to commit crimes against consumers.

What you need to know

Why is Security Important?
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Why is Security Important?

•

Internet Fraud

•

Identity Theft


· Internet Fraud

· The Internet has brought about great technological advances to both the home and business.  Many people have found a whole new world opened up to them via cyberspace.  Unfortunately, the same Internet that can provide all of these positive things also has a dark side.

· The total Internet business has climbed over 8000% in the last five years.  From $2.6 billion in 1996 to $220 billion in 2001.  In 2000 consumers lost $3,387,580,000 to Internet fraud.

· Identity Theft

· Identity theft is becoming an epidemic.  Identity theft occurs when a criminal steals the identity of an innocent consumer by gaining access to crucial personal information (name, address, date of birth or Social Security numbers).  In each of the past three years, 500,000-700,000 Americans became victims of identity theft.

TrainING Notes

What you need to say/do

1. Display PowerPoint Slide 1-5: Why Is Security Important?
2. Tell participants that recently in the news we saw that Robert Hanssen compromised sensitive national security information for at least 21 years.  He tapped into the FBI database to see if he was being investigated and hacked into the database used by the FBI’s Russian Counterintelligence Chief.   The FBI had established security policies and procedures, which were not being followed, which allowed the security information to be compromised.

3. Refer participants to and discuss Handout 1-5, Federal Computer Week in the Appendix.

· Highlight:  Electronic databases make it much easier to check for Medicare and Social Security files to uncover fraudulent claims.  But electronic efficiency also means that an immigrant family seeking medical treatment for an ailing child could suddenly find itself facing deportation proceedings.
4. Tell participants that the profile of a workplace killer in well over 95% of the cases is a male, socially isolated loner, who is a disgruntled employee, an angry client, an irate spouse or jilted lover of an employee.  It is important to have an awareness of workplace violence and what kinds of events may trigger it. Some triggers may be someone with:

· Past history of minor threats or violence

· Direct threats or actual injury toward someone

· Lack of support from family or friends or unwillingness to turn to them

· Indicators of suicide

· Domestic violence

· Own a weapon or weapons

· Poor coping skills, blame others

· History of substance abuse and/or mental health issues

5. Refer participants to Handout 1-6, Suspect in Mass. Shooting Rampage Pleads Not Guilty in the Appendix.

· Highlight:  A 42 year-old employee of an Internet consulting firm pled not guilty to seven counts of murder in connection with a shooting rampage.  The victims included employees in the accounting department, which was recently served with a garnishment order from the IRS to withhold some of the employee’s wages.
What you need to know
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Why is Security Important?

•

Financial Crimes and Fraud

•

Workplace Violence


· Financial Crimes and Fraud

· One of the biggest threats to companies comes from disgruntled employees who have access to critical systems and data.

· Workplace Violence

· Workplace violence has emerged as an important safety issue in today’s workplace.  Over 2 million workers are victims of workplace violence each year.  The costs of workplace violence to employers is estimated to be in the billions of dollars.

TrainING Notes

What you need to say/do

1. Display PowerPoint Slide 1-6: Agenda
2. Discuss with participants Agenda Times on the next page.

3. Tell participants that the times on the schedule are approximate and intended as a guide. 

What you need to know


· 
Training Agenda


[image: image7.wmf]1

-

6

Agenda

•

Module 2:  Why Do We Need to 

Protect the Child Support Data?

•

Module 3:  How Do We Protect 

the Child Support Data?

•

Module 4:  Safeguarding 

Data/Disclosure Limits


Agenda Times

  9:00
- 9:45

Module 1:  Introduction 

  9:45
- 10:45
Module 2: Why Do We Need To Protect The Child 



Support Data?

10:45
- 11:00
Break

11:00
- 11:45
Module 3: How Do We Protect The Child Support Data?

11:45
– 12:30
Module 4:  Safeguarding Data/Disclosure Limits

TrainING Notes

What you need to say/do

1. Display PowerPoint Slide 1-7: Security Assessment Tool
2. Refer participants to Handout 1-7 Security Assessment Tool.  Allow about 10 minutes for the participants to complete the Security Assessment Tool.  

3. Tell participants that this tool will not be collected, nor will they be asked to share the results of the assessment.  It is to be used for an assessment of their security practices.  We will look at the tool again at the end of the course.

What you need to know

Security Assessment Tool
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Security Assessment Tool

þ

Written Policies and Procedures

þ

Physical Security

þ

Personnel

þ

Training

þ

Budget/Resources

þ

Technical

þ

Contingency Plans


One of the most important aspects of assessing security in your program is to know your own strengths and weaknesses in this area.

The Security Assessment Tool is designed to help you assess your strengths and weaknesses with respect to security issues.  This is a personal assessment and will not be shared nor collected.

Turn to Handout 1-7, Security Assessment Tool in the Appendix.
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A Federal Manager (Tony or Linda D.) will open up the training class and speak briefly about the importance of a good security program.  This will set the tone for the class and participants will realize management supports and are serious about security in the FPLS Program.



Possible Items to Discuss:



Security is becoming an important element in the workforce today.   



It takes everyone working together, doing their part, to make security a successful program.



Employees can be the biggest asset to a successful security

program by identifying risks associated with fraud, theft,

violence, or bottlenecks in the system. 
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Why is Security Important?





		Internet Fraud

		Identity Theft 



		





Discuss several avenues of security that may or may not have been mentioned from the flipchart discussion: 

1.  Financial Crimes, Employee Fraud and Computer Systems being sabotaged. These crimes are being committed by employees.  Provide newspaper articles for visuals.

-The biggest threat to companies comes from disgruntled employees who have access to systems and data.

-Disgruntled employees are gaining unauthorized acces to company computer systems to steal or sabotage data resulting in millions of dollars in losses.



Robert Hanssen compromised sensitive national security information for 21 years.  He tapped into FBI database to see if he was being investigated and hacked into the database used by the FBI’s Russian Counterintelligence Chief.



2.  Identity Theft and Credit Card Fraud:

 Credit card fraud  has now spread abroad.  Losses are in the millions.  The FBI has announced that the hacking efforts are continuing.  Some of the credit card information was stolen from a bankrupt Internet company, babygear.com.



3.  Workplace Violence:

- It is the fastest growing form of murder in the U.S.

- Boston shooting targeted accounting employees who recently enforced an order by IRS to

   garnish his wages.

- Leading cause of death for women and second leading cause of death for men.
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Expanded Federal Parent Locator Service

Security Awareness Training
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Why is Security Important?



		Financial Crimes and Fraud 

		Workplace Violence





Discuss several avenues of security that may or may not have been mentioned from the flipchart discussion: 

1.  Financial Crimes, Employee Fraud and Computer Systems being sabotaged. These crimes are being committed by employees.  Provide newspaper articles for visuals.

-The biggest threat to companies comes from disgruntled employees who have access to systems and data.

-Disgruntled employees are gaining unauthorized acces to company computer systems to steal or sabotage data resulting in millions of dollars in losses.



Robert Hanssen compromised sensitive national security information for 21 years.  He tapped into FBI database to see if he was being investigated and hacked into the database used by the FBI’s Russian Counterintelligence Chief.



2.  Identity Theft and Credit Card Fraud:

 Credit card fraud  has now spread abroad.  Losses are in the millions.  The FBI has announced that the hacking efforts are continuing.  Some of the credit card information was stolen from a bankrupt Internet company, babygear.com.



3.  Workplace Violence:

- It is the fastest growing form of murder in the U.S.

- Boston shooting targeted accounting employees who recently enforced an order by IRS to

   garnish his wages.

- Leading cause of death for women and second leading cause of death for men.
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Agenda

		Module 2:  Why Do We Need to Protect the Child Support Data?



		Module 3:  How Do We Protect the Child Support Data?



		Module 4:  Safeguarding Data/Disclosure Limits





During the training we will focus our attention on 3 main

areas:



Why it is necessary to protect child support data from unauthorized disclosure.



What steps must be taken to protect the sensitive child support data.



A quick review of the laws, requirements and penalties associated with data in the FPLS. 

AND 

Review/Sign a new non-disclosure oath at the end of the training class which reiterates what we have discussed in class today. 
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Security Assessment Tool



  Written Policies and Procedures

  Physical Security

  Personnel

  Training

  Budget/Resources

  Technical

  Contingency Plans









A Federal Manager (Tony or Linda D.) will open up the training class and speak briefly about the importance of a good security program.  This will set the tone for the class and participants will realize management supports and are serious about security in the FPLS Program.



Possible Items to Discuss:



Security is becoming an important element in the workforce today.   



It takes everyone working together, doing their part, to make security a successful program.



Employees can be the biggest asset to a successful security

program by identifying risks associated with fraud, theft,

violence, or bottlenecks in the system. 
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What Comes to Mind When You Hear the Word







Ask the class what they think of when they hear the word

SECURITY mentioned......



Encourage participation from the class here and use a flip chart to list the responses from the class.



Briefly go thru the list and discuss these.



(Examples listed on next page)
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A Federal Manager (Tony or Linda D.) will open up the training class and speak briefly about the importance of a good security program.  This will set the tone for the class and participants will realize management supports and are serious about security in the FPLS Program.



Possible Items to Discuss:



Security is becoming an important element in the workforce today.   



It takes everyone working together, doing their part, to make security a successful program.



Employees can be the biggest asset to a successful security

program by identifying risks associated with fraud, theft,

violence, or bottlenecks in the system. 
















