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MODULE 2

Why Do We Need to Protect the Child Support Data?

Training Notes

What you need to say/do

1. Display PowerPoint Slide 2-1: Why Do We Need to Protect the Child Support Enforcement Data?
What you need to know

1. Allow approximately 1 hour for this module.

Equipment/Supplies

· Personal computer

· LCD projector and screen

· PowerPoint slides

· Flipchart stand with two pads of paper and/or whiteboard

· Markers (permanent, dry-erase, and wet-erase)

· Masking tape
· Attendance roster and name tents

· Trainer Guide

· Participant Guides (including Appendix with handouts)

· Note:  If a PC and LCD projector are not available then prepare:
· Overhead projector and screen

· Transparencies



Handouts

· 1–1 Uncle Sam Has All Your Numbers 

· 2–1 Steps to Protect Your Privacy


PowerPoint Slides

· 2–1 Why Do We Need to Protect the Child Support Data?

· 2–2 Learning Objectives

· 2–3 The FPLS Avalanche

· 2–4 Protecting the Public’s Information

· 2–5 Securing the Future Video

· 2–6 Accountability to GAO, OMB, IRS and SSA

· 2–7 Accountability to Congress and the Public

· 2–8 Employees are the Key Ingredient

· 2–9 What Would Happen to the Child Support Enforcement Program if Our Access to Locate Data Was Restricted or Denied?

Why do we need to protect the child support ENFORCEMENT data?

Time: 1 hour
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Training Notes

What you need to say/do

1. Display PowerPoint Slide 2-2:  Learning Objectives.

2. Review the learning objectives for this module with participants.

3. Ask participants for some examples of the vast amount of data that is available to them.  Write their responses on a flipchart.

Learning Objectives
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Learning Objectives

•

Identify and discuss the vast amount of data 

available to the Child Support Enforcement 

community.

•

Discuss the need to protect the public’s 

information.

•

Identify and discuss to whom the Child 

Support Enforcement Program is 

accountable.

•

Describe the impact that employees have on 

security issues in the Child Support 

Enforcement Program.


The learning objectives for this module are to enable participants to:

· Identify and discuss the vast amount of data available to the Child Support Enforcement community.

· Discuss the need to protect the public’s information.

· Identify and discuss to whom the Child Support Enforcement Program is accountable.

· Describe the impact that employees have on security issues in the Child Support Enforcement Program.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 2-3: FPLS – An Abundance of Data.

2. Tell participants that with the abundance of data it becomes more and more critical to protect the Child Support Enforcement Program’s access to these resources.

3. Advise participants that they need to be aware that the FPLS has drawn criticism and concern over the fact that the database contains information on all new hires, quarterly wage and UIB participants, not just those who have a child support case.  

4. Tell participants that the Child Support Enforcement Program data is classified on the same sensitivity level as IRS and SSA data, which is a level 3.  This is regarded as highly sensitive data.

5. Tell participants that as they know the good news:  you will get a large volume of highly reliable locate data.  The bad news:  you will get a large volume of highly reliable locate data.

What you need to know

1.  The NDNH is a database of employment information received from State Directory of New Hire’s (SDNHs), State Employment Security Agencies (SESAs), and federal agencies.  This data includes:

· New hire—from SDNHs and federal agencies

· Quarterly wage (QW)—from SESAs and federal agencies

· Unemployment insurance (UI)—from SESAs.

2.  The FCR is a national registry (database) of participants in all IV-D cases and support orders established or modified after October 1, 1998.  Its purpose is to facilitate interstate location.

· The FCR consists of abstracts of data for persons, cases and orders transmitted from the State Case Registries (SCRs).

FPLS – An Abundance of Data
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FPLS 

–

An Abundance of Data

•

NDNH 

–

New Hire Records

–

Quarterly Wage 

Records

–

Unemployment 

Insurance Records

•

FCR 

–

Child support cases

–

Child support 

participants


· The Welfare Reform Act of 1996 included the creation of the National Directory of New Hires (NDNH) and Federal Case Registry (FCR).  The expansion of the Federal Parent Locator Service (FPLS) quickly produced an abundance of data for the Child Support Enforcement program.  

· With the vast amounts of data contained in the database, the risks also increase.  There is a legal obligation to protect this information to ensure the confidentiality of the data and the integrity of the Child Support Enforcement Program.

· The NDNH was implemented on October 1, 1997.  The NDNH contains w-4, quarterly wage and unemployment insurance records on all working Americans.  The implementation of the NDNH brought about significant new resources in our efforts to strengthen child support enforcement.

· The FCR was implemented October 1, 1998.  And contains child support cases and participants including 51 states and territories reporting.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 2-4: Protecting the Public’s Information.

2. Tell participants that it takes very little time to protect valuable public information, but seconds for a thief to use that very same information for fraudulent purposes as we will see next when we view the video (Securing the Future).

What you need to know

1. The Family Violence Indicator (FVI) identifies the person that is at risk—the victim, not the perpetrator.  The provisions of Sections 453(b)(2) and 454(26) of the Act were intended to protect victims of domestic violence or child abuse.  With this rationale in mind, a state should attach a family violence indicator to any person residing with such a person where the disclosure of information could be used to locate the at-risk person.

2. People who are in a situation in which family violence occurs work hard to keep their personal information from being disclosed.  If the information was to get into the wrong hands (the perpetrator), it could cause serious harm to the other party (victim).

Why We Should Protect Public’s Information
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Protecting the Public’s 

Information

•

Family Violence

–

The unauthorized disclosure of information 

could cause harm to CP and/or child

•

Financial Crimes and Fraud

–

The unauthorized disclosure of information 

could result in financial crime or fraud to an 

individual


Family Violence

Federal law Section 453(b)(2) provides that “No information shall be disclosed to any person if the state has reasonable evidence of domestic violence or child abuse and the disclosure of such information could be harmful to the parent or the child of such parent.”  As part of the FPLS, there is a Family Violence Indicator (FVI), which is a data element that is set in the State Case Registry (SCR) and transmitted to the FCR.

Financial Crimes and Fraud

The FPLS contains critical confidential information.  As part of the FPLS, the NDNH contains the employee’s first name, middle name or initial, and last name, the nine-digit number that is assigned to the individual by the SSA (SSN) and the number, street name or rural route, city, state, and zip code where the individual resides.  As we discussed earlier, this is the very information that a thief needs to perpetrate a case of identity theft.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 2-5: Securing the Future Video.

2. Play the video and solicit feedback from the participants after the video.

3. Tell participants that the purpose of this course as well as the video is to emphasize how important it is to be aware of your circumstances.

4. Talk with participants about some other areas that they should be aware of to protect themselves (and ask for other suggestions):

· Watch your mail.  Shred any pre-approved offers of credit.  Thieves scavenge through trash specifically for these and are able to establish accounts based on the information contained on the “pre-approved” application.  A woman who rented a room in a house obtained the SSN of the landlord.  The renter collected all the pre-approved offers of credit that were mailed to the house.  She obtained and used 15 credit cards and left the landlord with debts totaling $74,000.
· Watch your mail.  Look carefully at catalogs you receive.  Your confidential information may be pre-printed on order forms in the middle of the catalog.

· Be careful with your credit cards.  There have been reported instances where a waiter/waitress takes the credit card you give to pay for your meal and copies it or swipes it for other purposes.  Hotel employees have stolen credit card numbers and used them fraudulently.

5. Refer participants to Handout 2-1 Steps to Protect Your Privacy, in the Appendix.

· Highlight:  This handout provides numbers to contact all three credit agencies (for copies of credit reports, to report thefts, etc.).  It also contains contact information to determine if your state Department of Motor Vehicles sells your information, as well as contact information to request to be removed from direct marketing lists to stop pre-approved credit offers from coming in the mail.

What you need to know

1. Allow approximately 17 minutes for this video.

Securing the Future Video
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Securing the Future Video


Securing the Future Video

· View the video clip and then be prepared to discuss:

· How does identity theft affect the Child Support Enforcement Program and what you do each and every day?

· What can you do to protect your information and child support enforcement data?

Training Notes

What you need to say/do

1. Display PowerPoint Slide 2-6: Accountability to the IRS and SSA.

2. Tell participants that safeguarding requirements for IRS information is found in the publication IRS 1075.

3. Tell participants that data sharing within the government is under constant scrutiny by privacy advocacy groups.  

4. Refer participants and discuss Handout 1-1, Uncle Sam Has All Your Numbers in the Appendix.

· Highlight:  Supporters of the system note that Congress explicitly restricted access to it (FPLS).  Those authorized to use the information include the Social Security Administration, which can use the directory of new hires to verify unemployment reports, the Treasury Department, which can use it to cross-reference tax deduction claims; and researchers, who gain access only to anonymous data.

5. Remind participants that the FPLS contains information on many people who do not have a child support case.  This has caused great concern among privacy advocacy groups.  

What you need to know

FPLS- Who are we accountable to?


[image: image6.wmf]2

-

6

•

FPLS data encompasses 

sensitive info from other 

Federal Agencies

Accountability to the IRS and SSA


Accountability to the IRS and SSA

The FPLS contains sensitive information from other agencies such as the Social Security Administration (SSA) and the Internal Revenue Service (IRS).  With access to such databases, there is also a requirement to safeguard such information.  

Training Notes

What you need to say/do

1. Display PowerPoint Slide 2-7: Employees are the Key Ingredient.
2. Tell participants that they can be the biggest asset or weakest link in a security program.  Security is the responsibility of each and every employee of the Child Support Enforcement Program.  This requires cooperation and commitment.

3. Tell participants that it is critical to have good security policies and procedures in place and being followed.  

· Do you have procedures to follow when you suspect or know about someone who is misusing data?

· Do you have policies that clearly outline your responsibility for identifying risks?

FPLS and employees
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Employees are the Key 

Ingredient

•

Personnel are the key to security of the 

system

•

The success of the security program is 

dependent on everyone’s cooperation!


Child support workers are the key ingredients to a successful security program.  Child support workers are entrusted with access to highly sensitive personal data.  They must ensure that physical, computer and network security policies and procedures are followed.  Child support workers can contribute by identifying:

· Risks

· Fraud

· Theft

· Violence

· Misuse of data

· Bottlenecks in the security program

To measure a good security program, you look at what does not happen instead of what does.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 2-8: What Would Happen to the Child Support Enforcement Program if Our Access to Locate Data was Restricted or Denied?
2. Tell participants to imagine trying to enforce an order or locate someone without access to the vast amount of automated sources currently available.  Imagine if every source you tried to access was denied.  The Child Support Enforcement Program would be dead in the water.

3. Tell participants that in the next module we will look at how to take action to protect the child support data.

Summary
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“What Would Happen to the Child 

Support Enforcement Program if Our 

Access to Locate Data Were Restricted 

or Denied?”

DATA


· There is an avalanche of data available to the Child Support Enforcement Program through FPLS and other automated data resources.

· The Child Support Enforcement Program is charged with protecting the valuable confidential information.

· The Child Support Enforcement Program is accountable and subject to audit by other federal agencies.

· The Child Support Enforcement Program is accountable to Congress and the public.

· The Child Support Enforcement Program workers are the key ingredient and a vital part of the success of the security for the program.

· The Child Support Enforcement Program workers must make sure we do not lose the vast advances made in the recent years.  If access to the valuable resources was lost, we would not be able to do our jobs.  This would be a lose-lose situation.  The program would be jeopardized and the children of America would lose valuable support.
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Ask participants what types of sensitive data they have access to in performing their job.



Flipchart the responses. 



Ask the participants why they feel it is important to protect this type of information. (from flipchart)



Discuss their responses briefly and also discuss anything not mentioned by the participants such as QW info, FIDM info, etc. 



FPLS, SSA and IRS data are treated with the same level of sensitivity.



All data within the Expanded FPLS:

UI		VA

SSA		New Hire

DOD		Financial Institution

OPM		FBI

IRS

Project 1099
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Employees are the Key Ingredient

		Personnel are the key to security of the system

		The success of the security program is dependent on everyone’s cooperation!





Employees can be the biggest asset to a security program.



Personnel are the key to the security of the system, they ensure that physical, computer and network security rules are followed.  Personnel are entrusted with access to highly sensitive personal data about nearly every working American.





By identifying risks such as fraud, theft, violence, misuse of data, or bottlenecks in the security program and bringing these incidents to management's attention, the employees have the opportunity to add a positive contribution to the success of the security program .   



It takes the cooperation of everyone working together to make the FPLS Security Program a success.



In Security, the success of a program can be measured by what does not happen instead of what does.
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FPLS – An Abundance of Data

		NDNH 

		New Hire Records

		Quarterly Wage Records

		Unemployment Insurance Records

		FCR 

		Child support cases

		Child support participants





With the Welfare Reform Act of 1996 and the creation of the NDNH and FCR, the expanded FPLS quickly became known as "The Avalanche of Data."  The FPLS is considered one of the largest databases in existance today.



With the vast amounts of data contained in the database, the risks also increase. We have a legal obligation to protect this information as if it were our own personal information and take appropriate measure to ensure the confidentiality of the data and the integrity of our program. 



It is important to protect Child Supports' continued access to these resources.
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“What Would Happen to the Child Support Enforcement Program if Our Access to Locate Data Were Restricted or Denied?”











DATA



Put yourself in the place of a Child Support Enforcement Caseworker and imagine trying to enforce an order or even locate a case member without access to national databases such as FCR, NDNH, or Tax Offset. 



Imagine if your speedy access to records or other directly accessible data was denied...



We must make sure that the Child Support Enforcement program does not take steps backwards and lose the advances made in recent years.  The result could be a shut down of the program and the State Child Support Caseworkers would not be able to do their jobs! 
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Accountability to the IRS and SSA

		FPLS data encompasses sensitive info from other Federal Agencies





AS you are aware, the FPLS contains sensitive information from other federal agencies such as the SSA and IRS.



Because we use this information for child support purposes as specified by law, we must also agree to the safeguarding requirements such as in the IRS 1075 publication and be subject to audits and reviews.



Other requirements and new security initiatives such as the Government Security Reform Act are being signed into law to strengthen security practices and procedures at Federal agencies...
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Securing the Future Video







For showing the video:



We may show all or part of the video depending on the amount of time  available after all training modules have been created.  











3.
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Learning Objectives

		Identify and discuss the vast amount of data available to the Child Support Enforcement community.

		Discuss the need to protect the public’s information.

		Identify and discuss to whom the Child Support Enforcement Program is accountable.

		Describe the impact that employees have on security issues in the Child Support Enforcement Program.
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Protecting the Public’s Information

		Family Violence

		The unauthorized disclosure of information could cause harm to CP and/or child

		Financial Crimes and Fraud

		The unauthorized disclosure of information could result in financial crime or fraud to an individual





There are many reasons why it is so important to keep sensitive and personal information confidential and to safeguard it against unauthorized disclosure.



Family Violence:  People who are in family violence situations work hard to keep their personal address undisclosed.  If this information gets into the hands of a perpetrator,usually referred to as the NCP, it could cause serious damage to the CP and/or child as well as damage the credibility and reputation of our program. 



Financial Crimes and Fraud:  Personal information such as a Date of Birth and a Social Security Number are all a criminal needs to ruin someone's good name and credit history.  It can take months and even years to repair the damage from these types of incidents.














