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Module 3: How Do We Protect the Child Support Enforcement Data?

MODULE 3

Protecting the Child Support Enforcement Program 

Training Notes

What you need to say/do

1. In Module 2 we talked about why we need to protect the Child Support Enforcement data.

2. Display PowerPoint Slide 3-1: Protecting the Child Support Enforcement Program.
3. Tell participants that in this module we will be talking about protecting the Child Support Enforcement Program by looking at three major components of security.  We will talk about the safeguarding methods, procedures, internal controls and restrictions in place to protect the data against unauthorized use or disclosure.

What you need to know

1. This module will take approximately 45 minutes to complete.  

Equipment/Supplies

	· Personal computer

· LCD projector and screen

· PowerPoint slides

· Flipchart stand with two pads of paper and/or whiteboard

· Markers (permanent, dry-erase, and wet-erase)

· Masking tape
	· Attendance roster and name tents

· Trainer Guide

· Participant Guides (including Appendix with handouts)

· Note:  If a PC and LCD projector are not available then prepare:

· Overhead projector and screen

· Transparencies


Handouts

· 3-1 Bomb Threat Checklist

· 3-2 Password Checklist

· 3-3 Social Security Act §453

	PowerPoint Slides

· 3-1 Protecting the Child Support Enforcement Program

· 3-2 Learning Objectives

· 3-3 Three Major Areas of Security

· 3-4 What Physical Security Procedures are in Place in Your Office?

· 3-5 Physical Security - Precautions

· 3-6 Physical Security - Sensitive Data

· 3-7 Physical Security  - Restricted Areas

· 3-8 Technical Security - Warning Banners

· 3-9 Technical Security  - Passwords

· 3-10 Technical Security - Safe Computing


	· 3-11 Technical Security - Home Computing 

· 3-12 Administrative Security – Sensitive Data

· 3-13 Administrative Security – Retention Requirements

· 3-14 Administrative Security –Transporting Sensitive Data

· 3-15 Administrative Security -Disposal

· 3-16 Administrative Security – Incident Handling/Reporting

· 3-17 Administrative Security – Employee Departures

· 3-18 Administrative Security – Workplace Violence

· 3-19 Summary




protecting the child support enforcement program

Time: 45 Minutes
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Government offices can be targets for theft, unlawful entry, bombings, forcible occupation and sabotage.  Protecting the Child Support Enforcement Program involves protecting the Child Support Enforcement workers, the office they occupy and the data they use.  In this module, we will look at three major areas of security that will build a successful security program:  physical, technical and administrative security.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-2: Learning Objectives.

2. Review the objectives for this module.

Learning objectives
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Learning Objectives

•

Discuss measures to address:

–

Physical Security

–

Technical Security

–

Administrative Security


The learning objectives for this module are to enable participants to:

· Identify and discuss the three major areas of security to include:  physical, technical and administrative security.

· Describe physical security measures such as precautions to take for physical security, handling sensitive data and use of restricted security areas.

· Discuss technical security measures such as the use and purpose of warning banners and passwords, and describe actions to take for safe computing habits.

· Discuss administrative security measures such as the handling of sensitive data, retention requirements, transportation, disposal of sensitive data and incident handling.  Describe measures to take when an employee departs and discuss workplace violence.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-3: Three Major Areas of Security.
2. Tell participants that in this module we will be looking at the three major areas of security in detail.

Three major areas of security
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Three Major Areas of Security

PHYSICAL

TECHNICAL

ADMINISTRATIVE


A security program can be divided into three major areas:

· Physical Security

· Involves access to your building and your office as well as the use of ID badges, office equipment and storage containers.

· Technical Security

· Involves computers, software and access issues such as passwords and audit trails.

· Administrative Security

· Involves personnel as well as policies and procedures.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-4: What Physical Security Procedures are in Place in Your Office?
2. Tell participants that sometimes very serious breaches in security can take place somewhat “innocently”.  Recently someone let a young man into an office to distribute flyers for a local gym.  The man was traveling from cubicle to cubicle-placing flyers on desks.  He passed several cubicles until someone approached him and escorted him out.  Think about the desks he had already visited.  Could there have been confidential information displayed on the computer screen or reports/files open?

3. Ask participants to name some of the physical security procedures in place in their office.  Write their responses on a flipchart.  Be sure to address the items listed on the next page.

4. Discuss with participants how important it is to wear your ID badge at work.  This helps staff identify employees.  Ask participants if they consistently question people who are in their office that they don’t recognize.

· Many people’s stature or dress is intimidating.  There have been occasions when visitors have been allowed entry through locked, secure doors because they “look” responsible or have the appearance of being a professional.  In a Maryland child support office an employee held the secure door open for a well-dressed man who appeared to be on a mission and to know where he was going.  The employee did not ask the man whom he was going to see or if he had checked in.  The man found his way to the conference room where an employee staff meeting was being conducted.  The well-dressed man spoke loudly and harshly to get everyone’s attention and opened his coat and displayed a wealth of firearms (guns, knives, etc).  This turned out to be a planned security drill, but it could have very easily been a real disaster.  The man was able to gain access, wander through the secure building, and house firearms with no detraction.  Have you ever passed someone in the hall and wondered who was that?  ASK!

5. Tell participants it is very important to make sure all visitors entering the office sign in on a visitors log.  This log is a required procedure and is subject to inspection by IRS auditors.

6. Tell participants that furniture arrangement can provide physical and psychological barriers.  Arrange office furniture so unescorted visitors can be easily spotted.  Arrange office furniture so that employees have “natural” barriers – desks, countertops, and partitions.  

Physical Security
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· Examples of physical security procedures/requirements:

· Key card entry

· Display your ID Badge at all times

· Sign-in visitors

· Controlled access to the system

· Security guards

· Cameras

· Restricted access logs

· PIN Numbers

· Alarms

· Shredders

· System time-out

· Locked cabinets

· Emergency codes and procedures

· Office furniture arrangement

· Metal detectors

· Panic buttons

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-5:  Physical Security – Precautions.
2. Tell participants that security drills are an important factor to test a good security plan.  A security drill can be done by a local security agency or police or sheriff departments and can help you to take stock of your present measures and possible weak points.

3. Tell participants that evacuation procedures are critical.  Having a “fire drill,” so to speak, will emphasize the critical need for known procedures.  If your office had a (bomb, fire or other) threat  - would employees know where to go?  Is there a set evacuation plan and pre-arranged meeting place to determine if all personnel are safe and accounted for?  Is the designated meeting place a safe distance from the building?  Exploding glass is the number one risk for people being hurt. 

4. Ask participants if their evacuation plan accommodates the handicapped?  Are the designated personnel versed on the appropriate responses/actions in the event of an emergency?

5. Tell participants that every phone should have a posted bomb threat checklist.  When a threat comes in is not the appropriate time to go searching for the checklist.  Time may be of the essence.  This checklist should also include a list of all emergency contact numbers.  

6. Refer participants to Handout 3–1:  Bomb Threat Checklist in the Appendix.  Tell participants that this checklist has helpful information as well as a sample “Handy Reference Card” that can be used to post by telephones.

What you need to know

1. This is a good area for state-specific customization.  Have a copy of any pertinent evacuation or security plans or bomb threat checklists available for discussion. 

Precautions
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Physical Security 

-

Precautions

•

Security Drills

•

Evacuation 

Techniques

•

Bomb Threats


Important factors in a good security program are the policies and procedures that accompany it.  Policies and procedures should address:

· Security drills.  

· Clear and concise security policies and procedures need to be tested through drills.  

· Evacuation techniques.

· All staff should have access to and knowledge of the evacuation plan.

· Bomb threats.

· All staff should have a bomb threat checklist posted in front of them in the event of receiving a threat.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-6:  Physical Security – Sensitive Data.
2. Tell participants that documents containing names, SSNs, and DOBs are prime targets for theft and unauthorized use.  As we saw earlier, this is the key information that can be used by an identity thief.

3. Ask participants to think about their fax procedures.  What information is appropriate to send to a customer via facsimile?  How many people have access to the fax on the receiver’s end?  Do you verify transmission and receipt?  

4. Ask participants about their office right now.  Is all confidential information secure? If the janitor walked into your office right now while you are in training, what would he have access to?  Do you have any files on your desk?  Computer printouts?  NCP or CP data in the trash can?

Sensitive Data
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Physical Security 

–

Sensitive 

Data

•

Proper Handling of 

Sensitive 

Information

–

Fax machines

–

Copy machines

–

Locked file cabinets 

–

Do NOT leave 

sensitive information 

out in the open


Documents containing sensitive information such as names, Social Security numbers (SSNs), dates of birth (DOB) and IRS information must be secured.  This includes:

· Fax machines.   When transmitting data via a facsimile machine, it is important to ensure the appropriate person receives the fax.  Do not leave confidential information sitting on a fax machine for a delayed delivery.  

· Copy machines.  When copying confidential data, ensure that the documents are copied appropriately and that no copies are left unattended.  Make sure that mis-fed copies or copies that get damaged or jammed are destroyed appropriately.

· Locked file cabinets.  Never leave confidential/sensitive information out in the open.

· Automated system.  Never leave your computer signed on with confidential information displayed on your monitor if you are away from your desk.  (Never leave your computer signed on period).

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-7:  Fax Requirements for IRS Data.
Fax Requirements for IRS Data
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Fax Requirements for IRS Data

•

Staff member at both sending and receiving 

of fax

•

Maintain broadcast lists

•

Include a cover sheet that provides guidance 

to the recipient

–

Notification of the sensitivity/need for protection

–

Notice to unintended recipient to phone sender
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Generally, the telecommunications lines used to send fax transmissions are not secure.  Great care should be taken if you absolutely must fax FTI data.  To reduce the threat of intrusion, you should follow these IRS guidelines:

· Have a trusted staff member at both the sending and receiving fax machines, or have a locked room for the fax machine with custodial coverage over outgoing and incoming transmissions.

· Accurately maintain broadcast lists and other preset numbers of frequent recipients of FTI. Always place fax machines in a secured area.

· Include a cover sheet on fax transmissions that explicitly provides guidance to the recipient, which includes:

· A notification of the sensitivity of the data ad the need for protection and a notice to the unintended recipients to telephone the sender- collect if necessary- to report the disclosure and confirm destruction of the FTI.      

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-8:  Physical Security- Restricted Areas.
2. Remind participants of the Handout 1-7 Security Assessment Tool that was completed earlier.  This is a good assessment to determine your strengths and weaknesses with respect to your security practices.

Restricted Areas
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Physical Security

-

Restricted 

Areas

•

Security/Restricted 

Areas

–

Authorized 

personnel only 

–

Access logs

•

These logs are 

subject to audit by 

IRS


If your office has designated secure/restricted areas (such as a tax offset room or a State Disbursement Unit (SDU)), there must be controlled access to these areas.  Only a limited number of staff with an authorized purpose should be allowed access to this room.  Access must be controlled and monitored with access logs.   

· Access logs.  These logs are subject to audit by the IRS.  It is recommended that a procedure be instituted to require the first person in and the last person out do a walk through of the area for continued safety and security.  Any unusual packages, unlocked doors, or missing equipment should be reported to appropriate personnel immediately.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-9:  Technical Security- Warning Banners.
What you need to know

1. This is a good area for state-specific customization.  Have a copy of the banner that your automated system displays when booted up.  Also have any other banners that are displayed upon accessing any systems that interface with your automated system (such as accessing another system to obtain state-specific data, like motor vehicle information, state tax information, employment or credit bureau information). 

2. The SSA “Top Secret Control System” controls access to the OCSE computer resources housed within the expanded FPLS.  This program automatically denies and logs any unauthorized access attempts to computer resources.

Technical Security
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Technical Security 

–

Warning 

Banners

•

Warning Banner

–

Read and 

understand; you are 

liable for civil and 

criminal penalties


Warning Banners

Technical security begins with access to your automated system.  Most automated systems display a warning banner when accessed.  This information is often ignored, but is a critical piece of technical security.  This banner often displays the penalties for violating the access.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-10:  Technical Security- Passwords.
2. Tell participants that people regularly lock their houses, demand airbags in their vehicles and install smoke alarms in their homes.  But put them in front of a computer and you would think the word security was magically erased from their brains.  People tend to be more careless with computers than perhaps any other thing of value in our lives.  Some notable errors that people commit when it comes to computer security:

· Post-it notes.  Many people use post-it notes on their monitor to “remind” them of their passwords.

· Determine security measures are unnecessary.  Many end users think certain security measures are unnecessary and find ways to “work around” them.  For example, many people turn off the virus protection on their PC because they believe it slows the PC down.

· Leave PC on.   Many users leave their PC signed on and walk away.  Often this is deliberate so they won’t have to sign-on again.

· Poor password selection.  If there is one thing that compromises security the most, it may be poor password selection.  

· Recently a vice president of a large IT company attended a demonstration with about 10 top engineers and some anti-hacking experts from NASA.  Within 30 minutes the NASA folks broke 60% of the engineers’ passwords.

· Poorly enforced security policies.  The best designed security plans are useless if management fails to rigorously enforce them.
3. Refer participants to Handout 3-2 Password Checklist in the Appendix and discuss some of the helpful tips.  Ask participants if they have any other suggestions.

4. Remind participants that every user is accountable for his or her actions on the statewide-automated system.  Make sure your access is logged off when not in use.

What you need to know

1. This is a good area for customization.  Have your state password procedures available as well as any information on how your statewide-automated system tracks users’ activity.

2. SSA and Top Secret Security Administrators receive daily, weekly and monthly user activity reports that identify all user activity.  SSA knows what files are accessed through FPLS at any time.

Passwords
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Technical Security

-

Passwords

•

Passwords

–

Audit trails

–

Log

-

off computer 

when away from 

desk for an extended 

period of time

–

Password protected 

screensavers


Computer security is the process of preventing and detecting unauthorized use of your computer.  Prevention measures help to stop unauthorized users (also known as “intruders”) from accessing any part of your computer system.

Passwords are one of the most critical pieces to ensure technical security of the automated system.  System access is tracked and audit trails are logged by your password and USERID.  Password protection is critical.  Important factors for password protection:

· Choose your password wisely.

· Log off your computer when not in use.

· Use password protection screensavers.

· Never share your password with anyone.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-11:  Technical Security – Safe Computing. 
2. Tell participants that it is not enough to know that the mail originated from an address you recognize.  The Melissa virus spread precisely because it originated from a familiar address.  Malicious code might be distributed in amusing or enticing programs.

3. Tell participants that it is important to keep the virus protection up to date.  New viruses are created daily.  Some of the new viruses can copy address books of friends and coworkers and generate a message to you containing an affected file.

· Free virus protection downloads can be obtained on the web:

· www.mcafee.com
· www.norton.com
4. Tell participants it is also important to avoid downloadable newsgroup files since hackers sometimes anonymously place infected files in newsgroups.

5. Refer participants to Handout 3-3 Internet Insecurity in the Appendix.  Discuss the 10 ways suggested to protect yourself.

6. Next we will look at safe computing from your home.

What you need to know

1. The Melissa virus (W97M/Melissa@MM) was discovered first on 3/26/99.  This is a macro virus for Word97 documents and templates, and is also famous for its use of e-mail propagation using MS Outlook! This virus was first posted to several newsgroups on March 26, 1999. This virus will infect Office97 systems, which have been updated to SR1 update and above.  This virus uses a self-check method to check for a setting in the registry to test if the system has already been infected. This virus also sets macro security level to low security in Office2000. This virus creates an Outlook object using Visual Basic instructions and reads the list of members from the address book. An e-mail message is created and sent to the list of the first 50 recipients created with the subject "Important Message From " Application.UserName, with a body text of "Here is that document you asked for ... don't show anyone else ;-)". The active infected document is attached and the e-mail is sent. The content of the document is a list of pornographic web sites.

Safe Computing 
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Technical Security 

–

Safe 

Computing

•

E

-

mail attachments

–

Do not open 

attachments that 

you are not 

expecting


Never open an e-mail attachment unless you know whom it is from and why you are getting it.  It used to be advised that you never open an e-mail attachment from someone you don’t know.  Now it is recommended that you not open it unless you know why you are getting it.  Viruses have gotten so sophisticated that they attach themselves to e-mails from people you know and even have file name extensions that are common.   Some tips for safe computing:

· Keep your virus protection up to date.

· If you are going to open an attachment:

· Save it to a diskette.

· Scan the file using anti-virus software.

· Open the file.  (For additional protection you can disconnect your computer’s network connection before opening the file.)

· Carefully check the attachment extension.  (A VBS extension may be an indicator of a virus.)

· Do not open any files attached to an e-mail if the subject line is questionable or unexpected.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-12:  Technical Security - Home Computing.
2. Tell participants that the only way to make your computer completely hacker-proof is to turn it off or disconnect it from the Internet.  This should be done whenever the computer is not in use.  This is especially critical if you have a constant connection to the Internet via DSL or cable access.

3. Tell participants that, although you might not consider your communications on your home computer “top secret” (unless you access your statewide-automated system), you probably don’t want strangers reading your e-mail, using your computer to attack other systems, sending forged e-mail from your computer, or examining personal information stored on your computer (such as financial statements).

· Intruders (also known as hackers, attackers or crackers) may not care about your identity.  Often they want to gain control of your computer so they can use it to launch attacks on other computer systems.

4. Tell participants that many instances of reported identity theft come from inadequately protected computer systems.

· A dedicated identity thief could have started his or her career with the Internal Revenue Service computers, according to results of a blistering study.  The General Accounting Office (GAO), Congress’s watchdog and audit agency, issued a report that found security holes in the electronic filing program called e-file, used by over 35 million taxpayers in the year 2000 filing season.  According to the report, GAO investigators demonstrated that IRS controls did not adequately protect against internal or external intrusions, and misuse of the data found on electronically filed returns.  The weaknesses noted in the report include:

· Inadequate perimeter defenses usually provided by firewalls or comparable software

· Weak password protections that enabled investigators to accurately guess passwords and, in some instances, found passwords posted in plain view

· Insufficient controls over access to files and directories containing sensitive tax data that violated the IRS’s own need-to-know policy, that if you don’t need to know the information, you do not get in

· Inadequate restrictions on access to individuals without authority to modify tax data that left files susceptible to accidental or deliberate changes

· Non-encryption of data that IRS policies said required encryption 

· The GAO report said that the IRS moved to fix the problems noted in the study and the IRS maintains that it found no evidence of any actual break-ins of IRS systems. However, the GAO noted that the IRS did not have adequate procedures to detect such intrusions, so it could not say conclusively that no unauthorized entries actually took place.

Home Computing
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Technical Security 

–

Home 

Computing

•

DSL Lines

•

Firewalls

•

Virus Protection 

Software


There has been a significant increase in activity resulting in compromises of home computers.  In many cases, PCs are used by intruders to launch attacks against other organizations.  Home users have generally been the least prepared to defend against attacks. Many home users do not keep their machines up to date with security patches, do not run current anti-virus software, and do not exercise caution when handling e-mail attachments. Intruders know this, and we have seen a marked increase in intruders specifically targeting home users who have cable modem and DSL connections.

· DSL.  A Digital Subscriber Line (DSL) uses special hardware attached to both the user and switch ends of line allowing data transmission at a far greater speed than standard phone wiring.  

· Cable Modem.  A cable modem allows a single computer to connect to the Internet via the cable TV network.

· Firewall.  A firewall is a collection of hardware and software designed to examine and filter incoming and outgoing network traffic and service requests.  Its purpose is to eliminate from the stream those requests that fail to meet security criteria established by the organization.

· It is recommended that a firewall product be used on home PCs.  However no firewall can detect or stop all attacks, so it is important to continue safe computing practices.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-13:  Administrative Security – Sensitive Data.
administrative security
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Administrative Security 

-

Sensitive Data

Logging of Sensitive Information

–

Record all incoming and outgoing tapes and 

hard copy

•

All sensitive information must be accounted for

•

All sensitive information must be tracked

•

Manual log with transition to automated database


Sensitive Data

IRS regulations require that incoming and outgoing tapes and hard copies of sensitive data be recorded.  All sensitive data must be tracked, logged and accounted for.   The logs are subject to an IRS audit and review.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-14:  Administrative Security – Retention Requirements.
2. Tell participants that Handout 3-4 Social Security Act §453 provides retention information for the NDNH and other policy information.

Retention/Disposal Requirements
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–
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· Federal Tax Information (FTI) has specific retention requirements as governed by the Internal Revenue Code 6103:

· All FTI is to be destroyed upon completion of its use, to make such information undisclosable.

· The NDNH has specific retention requirements as governed by Section 453 of the Social Security Act:

· NDNH data shall be deleted within 24 months after the date of entry.

· Quarterly Wage (QW) and Unemployment Information (UI) must be deleted if 12 months has elapsed since the date the information was provided and there has been no resulting match.

· QW and UI can be retained longer than 24 months if a match has resulted or the Secretary has given permission. to use for research purposes
Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-15:  Administrative Security – Transporting Sensitive Data.
Transporting Sensitive Data
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Administrative Security

-

Transporting Sensitive Data

•

Authorized personnel only

•

Label all tapes or hard copy containing 

IRS data as 

“Federal Tax Data”


Sensitive information must be protected when transported.

· Care must be taken to provide safeguards.  Authorized personnel must keep information with them at all times.

· All FTI transported through the mail or by courier/messenger must be double sealed using two envelopes.  The inner envelope should be marked confidential with a designation of the appropriate person to open it.

· Label all tapes or hard copy containing IRS data as “Federal Tax Data”.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-16:  Administrative Security – Disposal.
2. Remind participants of our earlier discussions on Identity Theft - strongly encourage participants to get a shredder and use it on all their own confidential data.

· Make sure the shredder is a cross-cut shredder.  There are people who actually will go through trash and tape pieces of paper together that have only been shredded length-wise.

Disposal
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Administrative Security 

-
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–
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•
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to ensure all pages 
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•
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be in 5/16 inch wide 

strips or smaller


Sensitive information furnished to users and any material generated from this information must be destroyed.  This includes:

· Extra copies

· Photo impressions

· Computer printouts

· Carbon paper

· Notes

· Work papers

There are two acceptable means of disposing of sensitive data:

· Burning.  All sensitive data should be destroyed using an incinerator to ensure all pages are consumed.

· Shredding.  Documents should be destroyed by shredding, perpendicular to the cutting line and must be 5/16 wide or smaller strips.

· A crosscut shredder is highly recommended.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-17:  Administrative Security – Incident Handling/Reporting.
2. Tell participants it is extremely important for everyone to know what to do if his/her PC has a virus or if an intrusion occurs.  How many of you are aware of what you should or shouldn’t do if an incident occurs?

What you need to know

1. This is an important place to insert your own agencies incident handling and reporting procedures.

2. HHS recently established an Information Resource Management (IRM) policy for Incident Response Capability due to increased threats to critical cyber-based infrastructure systems.  This policy is for all staff working on the FPLS team at OCSE.  It defines what types of incidents should be reported, to whom the incidents should be reported, and the responsibilities of managers, supervisors  and users when incidents occur.

Incident Handling/Reporting


[image: image17.wmf]3

-

17

Administrative Security 

–
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All agencies should have policies and procedures for incident handling and reporting.  This should include dealing with:

· Viruses

· Malicious software

· Hoaxes

· Vandalism

· Automated attacks

· Intrusions

The policies and procedures should also dictate:

· Roles and responsibilities for managers, supervisors and end users

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-18:  Administrative Security – Employee Departures.
2. Tell participants that every agency should have an Employee Departure Checklist of some sort.

What you need to know

1. This is a good place to insert agency-specific employee departure policies and procedures.

Employee Departures


[image: image18.wmf]3

-

18

Administrative Security

-

Employee Departures

Employee Departure 

Checklist

–

Notifies Security Unit 

upon an employee’s 

departure

–

Must be submitted to the 

Security Unit within 

designated timeframe

–

Ensure system access, 

and building access are 

terminated promptly


Employee Departure Checklists should be developed to enhance internal controls and to provide communication among those responsible for terminating access to computer systems, programs, buildings, offices, etc.  A checklist for employee departures will help strengthen internal controls.  Checklists should include:

· Specified timeframes for check list items to be completed.  (For example, within 24 hours prior to departure, etc.)

· Specified personnel to be involved in an employee’s departure.

· Authorized signatures.

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-19:  Administrative Security – Workplace Violence.
2. Tell participants that we briefly discussed workplace violence in Module 1 and we need to be aware that incidents can happen anywhere, anytime.

3. Tell participants that employers are more and more being held accountable for workplace violence.

4. Tell participants that it is important to do a good background check when hiring personnel.  Good screening can help to identify potentially high-risk employees.

5. It is important to note that workplace violence affects all of us.  Its burden is borne not only by the victims of the violence, but by their co-workers, their families, their employers, and by every worker at risk of violent assault - in other words, virtually all of us.

What you need to know

1. HHS has an established hotline for workplace violence.  Phone: 202-260-5778.

Workplace Violence
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Workplace violence can occur in even the most respectful environment. It is one of the fastest growing types of homicide in the United States.  The environment may not always be the stressor that leads to the occurrence of an incident.  It is critical to have established policies and procedures to deal with an incident of workplace violence.  A written workplace violence prevention policy should clearly indicate a zero tolerance of violence at work, whether the violence originates inside or outside the workplace.  A workplace violence prevention plan should have:

· Intervention strategy

· System for documenting violent incidents

· Implementation of a reporting system

· Agency-wide publication/distribution

· Implementation of appropriate training sessions 

· Demonstrated commitment from management

· Emergency procedures

· Threat management procedures

· Incident reporting form

Training Notes

What you need to say/do

1. Display PowerPoint Slide 3-20:  Summary.
2. Discuss the bullet points with the participants.  Ask if there are any questions.

3. In the next module we will look at how to safeguard the data and disclosure limits.

Summary
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Summary

PHYSICAL

TECHNICAL

ADMINISTRATIVE


· Physical Security

· Physical precautions

· Sensitive data

· Restricted areas

· Technical Security

· Warning banners

· Passwords

· Safe computing

· Home computing

· Administrative Security

· Sensitive data

· Retention/disposal requirements

· Transporting sensitive data

· Disposal of sensitive data

· Incident handling/reporting

· Employee departures

· Workplace violence
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Technical Security-Passwords

		Passwords

		Audit trails

		Log-off computer when away from desk for an extended period of time

		Password protected screensavers





You should never share your password or user ID with anyone….All System access and user activity is tracked by your password and user ID.  Each person is accountable for their actions. 



SSA and the Top Secret Security Administrator receive daily, weekly and monthly user activity reports that identify all user activity.  



It is important to protect your access by logging off the computer when you leave your work area, especially during lunch, breaks or meetings. 



Password Protected Screensavers provide great security benefits and are highly recommended for staff who have access to sensitive systems and data. 
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Administrative Security  - Retention Requirements



		Federal Tax Information (FTI)

		Governed by IRC 6103



		National Directory of New Hires (NDNH)

		Governed by Section 453





As per the Internal Revenue Code 6103, the IRS does not impose retention limitations on data but does specify  destruction requirements upon the completion of its use. 
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Administrative Security - Disposal

		Burning 

		All sensitive data should be destroyed using an incinerator to ensure all pages are consumed

		Shredding

		Documents must be shred perpendicular to the cutting line and be in 5/16 inch wide strips or smaller





Sensitive information furnished to users and any material generated therefrom, such as extra copies, photo impressions, computer printouts, carbon paper, notes, work papers, etc. must be destroyed to ensure the information is “undisclosable”  
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Administrative Security- Employee Departures



Employee Departure Checklist

		Notifies Security Unit upon an employee’s departure

		Must be submitted to the Security Unit within designated timeframe

		Ensure system access, and building access are terminated promptly





The employee departure checklist was developed to enhance internal controls and to provide better communication among those responsible for terminating access to computer systems, programs, buildings, offices, etc. 



The departure checklist  must be completed and sent to the security unit within 24 hours to ensure proper notification and appropriate action can be taken by the various individuals involved in the process.  Failure to do so could place the program or personnel at risk.   



The departure checklist should be completed by a manager, supervisor, task lead or appointed designee.



A copy of the checklist is in the appendices.  This checklist should be implemented immediately.
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Administrative Security- Workplace Violence





		Workplace Violence

		Policies and procedures





During the beginning of the training we spoke briefly about workplace violence being on the rise and that incidents can happen anywhere at any time.



DHHS is aware of the concerns with Violence in the Workplace and has established a hotline as well as a web site for employees to use.



A copy of this information is also being provided in the appendices section of the training manual.



A copy of the website home page is in the appendices.



Transition to Module 3:



Now that we have talked about why and how to safeguard the data in Modules 1 and 2, in Module 3 we’ll talk about the disclosure limits from the statues...
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Summary



PHYSICAL

TECHNICAL

ADMINISTRATIVE



A security program can be broken down into three major areas:



Physical Security:  Involves access to your building/office, ID badges, office equipment and storage containers.



Technical Security:  Involves computers, software and access issues such as passwords and audit trails. 



Administrative:  Involves personnel as well as policies and procedures.



We will spend the remaining time on module two breaking the three areas out and talking about these in more detail.   
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Administrative Security – Incident Handling/Reporting



		Policies for:

		Viruses, malicious software, hoaxes, vandalism, automated attacks and intrusions

		Defines roles and responsibilities for:

		Managers, Supervisors, Users





DHHS recently established an Information Resource Management (IRM) policy for an Incident Response Capability due to increased threats to critical cyber-based infrastructure systems.



Incidents such as the ones mentioned in this slide, require a skilled and rapid response before they cause significant damage to computer resources, loss or destruction of data, loss of productivity or damage to the agency’s reputation.    



The policy is important for all staff working on the FPLS team because it defines what types of incidents should be reported, to whom the incidents should be reported, and what are the responsibilities of managers, supervisors and users when an incident occurs.



** The instructor should ask participants to find the copy of the Incident Handling and Reporting Policy provided in the appendices section of the training manual and briefly walk through this with the class so they are familiar with the document in case they need to use it.  **
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Administrative Security- Transporting Sensitive Data



		Authorized personnel only

		Label all tapes or hard copy containing IRS data as “Federal Tax Data”





Any time sensitive information is transported from one location to another, care must be taken to provide safeguards.



For example, when not in use, the information must be out of plain view, preferably in a locked briefcase or suitcase.



All FTI transported thru the mail or courier/messenger service must be double sealed using two envelopes.  The inner envelope should be marked confidential with some indication that only the designated official is authorized to open it.    
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Technical Security – Home Computing



		DSL Lines

		Firewalls

		Virus Protection Software





Digital Subscriber Lines (DSL) can offer some real advantages to high speed internet access but they can also offer some real disadvantages from a security perspective.



With a DSL line your PC is in a constant connection to the world wide web  unless you physically unplug your line from the wall or shut down your PC when not in use.  What this means is even if you are not connected to WWW but your PC is powered on you still have a constant connection to the web, allowing your system to be hacked into.  In order to protect yourself from hackers, you can purchase a firewall which will configure your PCs settings to protect the data housed on your PC to include passwords, checking accounts, etc. from hackers.



A good firewall should protect your system from attack, track all potential and actual threats, immediately alert you to serious attacks, and ensure nothing unauthorized enters or leaves your PC.    A firewall can be purchased for as little as $30.



Anti-virus software manufacturers are quick to upload the latest virus cures, but unless you periodically check for updates, they won’t be able to help you against new viruses. You should check for updates at least once per week as new viruses come out daily.    
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Administrative Security -  Sensitive Data





Logging of Sensitive Information

		Record all incoming and outgoing tapes and hard copy

		All sensitive information must be accounted for

		All sensitive information must be tracked

		Manual log with transition to automated database





IRS regulations require that OCSE record all incoming and outgoing tapes and hard copies of sensitive data.  By keeping a log, we are able to determine the location of the data and track it down if it is lost.



The logs are subject to IRS review during audits at OCSE. 



State Child Support Offices  are also expected to follow the same practices and procedures as OCSE to ensure compliance with this requirement.  
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Technical Security – Safe Computing



		E-mail attachments

		Do not open attachments that you are not expecting





The old rule regarding e-mail attachments was: NEVER OPEN E-MAIL ATTACHMENTS FROM SOMEONE YOU DON’T KNOW…

The new rule is: NEVER OPEN ATTACHMENTS UNLESS YOU KNOW WHY YOU RECEIVED THEM..  New viruses can copy address books of friends, coworkers, etc. and generate a message to you containing an infected file.

It is also important to avoid downloadable newsgroup files since hackers sometimes anonymously place infected files in newsgroups.



Transmission of sensitive data should only be accomplished from remote locations utilizing the ACF Banyan Intranet connection.



Now we would like to go over some safe computing tips for your PC at home.
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Physical Security – Sensitive Data

		Proper Handling of Sensitive Information

		Fax machines

		Copy machines

		Locked file cabinets 

		Do NOT leave sensitive information out in the open





Sensitive documents such as those containing IRS information should never be left unattended especially when using a fax or copier.



Documents containing sensitive information such as SSN’s, and IRS information should be locked up if you are away from your desk for meetings, breaks, or lunch.  Sensitive information should never be left out in plain view for other staff to see.  



The security team is required to periodically audit the restricted area and write a report on the findings as part of IRS requirements for the annual Safeguard Activity Report.  Documents containing sensitive information should be destroyed immediately if no longer being used for research or follow up.      
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Physical Security- Restricted Areas

		Security/Restricted Areas

		Authorized personnel only 

		Access logs

		These logs are subject to audit by IRS





Only a limited number of staff with a legitimate need are allowed authorized access to the FPLS/Federal Offset  restricted area.



Any staff who are not on the authorized access list and who have a legitimate business need to enter the restricted area must fill out the the required information on the restricted register and be escorted by an authorized staff member at all times.  The restricted area register is reviewed daily by the security unit and is subject to review by IRS staff as well.



The first person to enter the restricted area each morning and the last person to leave at the close of business each day should do a walk through of the area.  Any unusual packages, unlocked doors, or missing equipment should be reported to the security office immediately.
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Technical Security – Warning Banners



		Warning Banner

		Read and understand; you are liable for civil and criminal penalties





Access to the computer resources housed within the expanded FPLS is controlled by the SSA Top Secret Control System.  This program automatically denies and logs any unauthorized access attempts to computer resources.



The Top Secret Security Administrator for OCSE is Jim Fox.  All forms for access and passwords need to be routed to Jim.  Instructions for completing the forms are in the process of being updated and will be sent to you shortly.



A warning banner will appear on the ACF network when you log in to access sensitive areas  of data.  The banner indicates to the user that any unauthorized use of data can lead to criminal penalties, civil sanctions or dismissal from employment.  A copy of the banner is included in the appendices section of the training manual. 
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Fax Requirements for IRS Data

		Staff member at both sending and receiving of fax

		Maintain broadcast lists

		Include a cover sheet that provides guidance to the recipient

		Notification of the sensitivity/need for protection

		Notice to unintended recipient to phone sender



2-5



Generally, the telecommunications lines used to send fax transmissions are not secure.  Great care should be taken if you absolutely must fax FTI data.

To reduce the threat of intrusion, you should follow these IRS guidelines:



Have a trusted staff member at both the sending and receiving fax machines, or have a locked room for the fax machine with custodial coverage over outgoing and incoming transmissions.



Accurately maintain broadcast lists and other preset numbers of frequent recipients of FTI. Always place fax machines in a secured area.



Include a cover sheet on fax transmissions that explicitly provides guidance to the recipient, which includes:



A notification of the sensitivity of the data ad the need for protection and

a notice to the unintended recipients to telephone the sender- collect if necessary- to report the disclosure and confirm destruction of the FTI.      
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Learning Objectives



		Discuss measures to address:

		Physical Security

		Technical Security

		Administrative Security
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In the second module we will be talking about the three major components of security and the safeguarding methods, procedures, internal controls and restrictions in place to protect the data against unauthorized use or disclosure. 
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Three Major Areas of Security



PHYSICAL

TECHNICAL

ADMINISTRATIVE



A security program can be broken down into three major areas:



Physical Security:  Involves access to your building/office, ID badges, office equipment and storage containers.



Technical Security:  Involves computers, software and access issues such as passwords and audit trails. 



Administrative:  Involves personnel as well as policies and procedures.



We will spend the remaining time on module two breaking the three areas out and talking about these in more detail.   
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Physical Security - Precautions



		Security Drills

		Evacuation Techniques

		Bomb Threats





Staff should be familiar with emergency exits and evacuation procedures in case of fire or other incidents.  ** Please instruct the class to turn to the appendices  section of the training manual and locate the Occupant Emergency Evacuation Plan for the Aerospace Center.  It is important to cover the last page of the evacuation information with participants highlighting the Means of Evacuation and the Relocation Site so that all staff are familiar with the procedures. **



                     



     














_1061694947.ppt




Ask class for the physical security procedures in place at their offices.  Discuss the procedures.



Examples of physical security procedures:

- Display your ID Badge at all times

- Sign-in Visitors

- Access Controls: problems should be reported to the Administrative Officer 

  ASAP

- Security Gaurds

- Cameras



It is important to wear your ID badge while at work. This helps staff such as front desk and security personnel to identify employees.



It is also equally important to make sure all visitors entering the office sign in on the visitors log. The log is a required procedure and is reviewed by the security team and is subject to inspection by IRS auditors.  



Access problems with the glass doors to the office or restricted areas should be reported to Harold Staten for resolution.  You should also notify the security unit as well.  












