Requesting Access to the Health and Human Services Integration Community and Reference Library

	Overview

	We are looking forward to having you join us in the Health and Humans Services Integration Community hosted on the zONE site!  Due to the acquisition sensitive information contained in this community, this is a secure site and does require a three step process to access. The following instructions will guide you through the process which includes:
Step1:  Requesting Access to the Enterprise Portal
Step 2: Requesting Access to the zONE System
Step 3:  Requesting Access to the Health and Human Services Integration Community
If, during this process, you have any problems please contact cmline@mitre.org.

	STEP 1 – Requesting Access to the Enterprise Portal

	(Skip if you already have access to the Enterprise Identity Management Service at CMS.)
A. Navigate to the CMS Web Portal             
1. From your browser enter the following URL for the HHS Community and Reference Library Portal.
[bookmark: _GoBack]CMS Web Portal: https://portal.cms.gov 

2. Click the “New User Registration” (below the Login button on the right side of the page) and complete the necessary steps for new account registration.
	[image: cid:image002.jpg@01D10685.073313E0]

	B. Terms and Conditions
You will be prompted to accept the Terms and Conditions.
	[image: ]

	C. Your Information
NOTE: 
· There will be two pages of questions and several fields are optional such as SSN#.  
· DOB is not a validated field
· Where prompted for home address and phone number, please use your office information.
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	D. Registration Completion
Your request for an Enterprise ID has now been submitted.  It may take up to three days to be approved after which you will receive an email notifying you that your account has been created.  At this point you can go on to Step 2.
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	STEP 2 – Requesting Access to zONE

	A. Initiate Login to CMS Portal
Once you have received confirmation of your Portal/EIDM account, login to the portal with your credentials (https://portal.cms.gov) by using the login button on the home page of the CMS secure portal.
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	B. Terms and Conditions
You will be prompted to accept the Terms and Conditions.
	[image: ]

	C. Login to CMS Portal
You will then be prompted for your username and password.
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	D. Request zONE Access 
Once logged in, click on “Request Access Now” on the right.
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	E. Select System and Role 
1. Find the zONE system in the list of systems (at the bottom), and click “Request Access”.
2. Choose the role of zONE End User, and the org type that is most appropriate (States for State users and Third Party User for federal partners), and input the required information; submit the form.
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	F. Select Organization Type 
Choose the org type that is most appropriate:
· States for State and local/county government users
· Third Party User for federal partners
Input the required information; submit the form.
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	G. Enter Role Data and Submit 
Choose the role of zONE End User.
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	H. Request Acknowledgement 
Your request to access to zONE has now been submitted and should be approved within 1 business day.  Once approved, you will receive an email from donotreply@cms.hhs.gov like the one below.  Once that request has been approved you will receive an email and continue to Step 3.
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	STEP 3 – Requesting Access to Health and Human Services Community

	A. Select Private Community
1. Once you have received confirmation of your zONE account from donotreply@cms.gov, go directly to the Health and Human Services Integration Community at 
https://zone.cms.gov/community/state-health-and-human-services-integration.
NOTE:  Bookmark this site as this will be the easiest way to come back to the community going forward.
2. You will be prompted to Accept Terms and Login each time (see Step 2, #B).
3. Click on “Communities” in the top menu bar and select Private Communities.
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	B. Select Community Type
Select “State Health and Human Services Integration”.
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	C. Enter Reason for Request
You will be prompted for a reason for your request; a brief answer explaining your role is sufficient.
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	D. Request Confirmation
You will then see a green bar indicating your request was submitted.  You should then receive a confirmation of your access to the community within one business day.
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	Now That You Have zONE Access

	Now that you have received your email confirming access to the Health and Human Services Integration Community, it’s time to start exploring!  Don’t forget to bookmark the site!
The site can quickly be found here:  
https://zone.cms.gov/community/state-health-and-human-services-integration


	Questions?

	E. FAQ
Q:  I get the following error when I try to access this site.
A:  If you receive this error, close the tab you are on and open the site from a new tab.  There are time out restrictions due to the secure nature of the system which require old session to be completely closed
	[image: ]


	Q:  Who can I contact if I am having trouble accessing this site?
A:  If you need assistance, please reach out to cmline@mitre.org.
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Consent To Monitoring

By logging onto this website, you consent to be monitored. Unauthorized attempts to upload information and/or change information on this web site are strictly prohibited and are
subject to prosecution under the Computer Fraud and Abuse Act of 1986 and Title 18 U.S.C. Sec 1001 and 1030. We encourage you to read the HHS Rules of Behavior for more
details

Protecting Your Privacy

Protecting your Privacy is a top priorty at CMS. We are committed to ensuring the security and confidentialiy of the user registering to EIDM. Please read the CMS Privacy Act
Statement which describes how we use the information you provide.

Collection Of Personal Identifiable Information (PIl)

“Personal” information is described as data that is unique to an individual, such as a name, address, telephone number, social security number and date of birth (DOB).

CMS is very aware of the privacy concems around PII data. In fact, we share your concems. We will only collect personal data to uniquely identify the user registering with the system
We may also use your answers to the challenge questions and ther P to later identify you in case you forget or misplace your User ID /Password.

1 have read the HHS Rules of Behavior (HHS RoB). version 2010-0002.001S, dated August 26 2010 and understand and agree to comply with its provisions. | understand that
violations of the HHS RoB or information security policies and standards may lead to disciplinary action. up to and including termination of employment: removal or debarment from
work on Federal contracts o projects: and/or revocation of access to Federal information. information systems, and/or facilties: and may also include criminal penalties and/or
imprisonment._ | understand that exceptions to the HHS RoB must be authorized in advance in witing by the OPDIV Chief Information Officer or his/her designee. | also understand
that violation of laws. such as the Privacy Act of 1974, copyright law, and 18 USC 2071, which the HHS RoB draw upon, can result in monetary fines andor criminal charges that may
result in imprisonment

I agree to the terms and conditions
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You are accessing a U.S. Govemment information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for U.S. Govemment-authorized
use only.

Unauthorized or improper use of this system may resultin disciplinary action, as well as civil and criminal penaltes.

By using this information system, you understand and consent o the following:
‘You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system

Atany time, and for any lawul Goverment purpose, the govemment may monitor intercept, and search and seize any communication or data transiting or stored
on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawiul Government purpose.

To continue, you must acceptthe terms and conditions. Ifyou decline, your login will automatically be cancslled
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Request Acknowledgement

‘Your request to access ZONE using the zONE End User role has been successfully submitted.

Vourrequestiais: [

Use this number in all correspondence concening this request. You will be contacted via E-mail after your request has been processed
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