
   
 

 
   

  
 

 
  

  
    

 
   

 

 
 

  
 

 

   
 

 
 

 

 
 

   

 

   
   

    
  

 
 

 

   
 

 
 

 
 

  
 

  
 

  
 

 
 
 

 
 

 
 
 

   
 

  
 

 

  
  

  
 

    
 

OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
Section I Page 2 

Information originally transmitted from the 
FPLS to the state CS agency does not lose its 
character as FPLS information but remains 
FPLS information until its destruction; nor do 
the safeguarding requirements end when the 
information is transmitted to state CS 
agencies or other entities. 

Pub 1075, Section 5.2.1 

FTI only loses its character when it is verified 
by a third party and overwritten in the 
agency’s records. 

The requirements are the same. 

OCSE requirement based on OMB M- 01-05: 

“Since data security remains the responsibility 
of the originating agency, procedures should 
be agreed to in advance that provide for the 
monitoring over time of the effectiveness of 
the security controls of the recipient 
organization.  Both originating and recipient 
agencies should consider and apply all 
appropriate management, operational and 
technical security controls commensurate with 
the level of risk and magnitude of harm that 
would occur if the security of the data and the 
systems that process it were breached.” 

45 CFR 303.21 (2) 

The information from the second source, 
which verifies the information about NDNH 
or FCR data, may be released to those 
authorized under the regulations or the Act. 

Section II A (1) Pub 1075, Section 1.1 The requirements are the same. 

The state CS agency shall establish and/or 
maintain ongoing management oversight and 
quality assurance capabilities to ensure that 
only authorized personnel have access to 
FPLS information and CS confidential 
program information.  

Those agencies or agents that legally receive 
FTI directly from either the IRS or from 
secondary sources (e.g., Social Security 
Administration [SSA]), pursuant to IRC 6103 
or by an IRS-approved exchange agreement 
must have adequate programs in place to 
protect the data received. 

OCSE requirements based on: 

National Institute of Standards and 
Technology (NIST) Special Publication (SP) 
800-53 Rev 3, Recommended Security 
Controls for Federal Information Systems and 
Organizations, PL-4, PS-6, PS-8; 45 CFR 
307.13(a) and (b); 45 CFR 95.621(f); 45 CFR 
307.10(b)(11); 45 CFR 307.13; and Federal 
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OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
Section 1.4.7 
Under need-to-know restrictions, even if an 
entity or an individual has the authority to 
access FTI, one would not be given access to 
such information if it were not necessary to 
perform his or her official duties. 

Certification Guide, Chapter III, H2 

Section II A (2) Pub 1075, Sections 6.3 and 6.3.1 The requirements are the same. 

The state CS agency shall advise all 
authorized personnel who will access FPLS 
information and CS confidential program 
information of the confidentiality of the FPLS 
information and CS confidential program 
information, the safeguards required to protect 
the FPLS information and CS confidential 
program information, and the civil and 
criminal sanctions for noncompliance 
contained in the applicable federal and state 
laws. 

Employees and contractors must maintain 
their authorization to access FTI through 
annual training and recertification.  Prior to 
granting an agency employee or contractor 
access to FTI, each employee or contractor 
must certify his or her understanding of the 
agency’s security policy and procedures for 
safeguarding IRS information. 

Pub 4761 Provides basic disclosure concepts 
and warns of civil and criminal sanctions for 
misuse of FTI. 

OCSE requirements based on: 

National Institute of Standards and 
Technology (NIST) Special Publication (SP) 
800-53 Rev 3, Recommended Security 
Controls for Federal Information Systems and 
Organizations, PL-4, PS-6, PS-8; 42 U.S.C. 
654 (26); 45 CFR 95.621(f); 45 CFR 
307.10(b)(11); 45 CFR 307.11(b)(2)(iii); 45 
CFR 307.13; and Federal Certification Guide, 
Chapter III, H2 

Section II A (3) 

The state CS agency shall prohibit the use of 
non-state furnished equipment to access FPLS 
information and CS confidential program 
information without specific written 
authorization for use of the equipment from 
the appropriate state CS agency 
representative(s). 

Pub 1075, Section 4.7.1 

The agency must retain ownership and 
control, for all hardware, software, and end-
point equipment connecting to public 
communication networks, where these are 
resident at all alternate work sites. 

The IRS does not allow Personally Owned 
Equipment Systems/Software or Contractor 
Furnished Equipment (CFE). 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook 

Section II A (4) 

The state CS agency shall require that 
personnel accessing FPLS information 
remotely, for example telecommuting, adhere 

Pub 1075, Section 9.3.14.2 

If the confidentiality of FTI can be adequately 
protected, telework sites, such as employee’s 
homes or other non-traditional work sites can 

IRS is more specific with requirements. All 
of the requirements of section 4.5, “Physical 
Security of Computers, Electronic, and 
Removable Media,” apply to telework 
locations. 
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OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
to all the security and privacy safeguarding 
requirements provided in this security 
agreement. 

be used. FTI remains subject to the same 
safeguard requirements and the highest level 
of attainable security. 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, 
POES; OMB M-06-16, Protection of Sensitive 
Agency Information; OMB-M-07-16; NIST 
SP 800-53 Rev 3, AC-17, AC-20; 45 CFR 
95.621(f); 45 CFR 307.13; and Federal 
Certification Guide, Chapter III, section H2 

Section II A (4) 

All connections shall be through a Network 
Access Control (NAC) solution and all data in 
transit between the remote location and the 
state CS agency shall be encrypted using 
Federal Information Processing Standards 
(FIPS) 140-2 encryption standards.  

Pub 1075, Sections 9.3.1.12 and 9.3.7.7 

The agency must: 
a. Establish and document usage restrictions, 
configuration/connection 
requirements, and implementation guidance 
for each type of remote access allowed; 
b. Authorize remote access to the information 
system prior to allowing such connections; 
and 
c. Authorize and document the execution of 
privileged commands and access to security-
relevant information via remote access for 
compelling operational needs only. (CE4) 

The information system must: 
a. Monitor and control remote access 
methods; (CE1) 
b. Implement cryptographic mechanisms to 
protect the confidentiality and integrity of 
remote access sessions where FTI is 
transmitted over the remote connection; and 
(CE2) 
c. Route all remote accesses through a limited 
number of managed network access control 

IRS does not require a NAC because it 
requires Government Furnished Equipment 
(GFE) configured in compliance with its 
requirements. 
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OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
points. (CE3) 
All electronic transmissions of FTI must be 
encrypted using FIPS 140-2 validated 
cryptographic modules. 

Section II A (5) Pub 1075, Section 9.3.4.6 The requirements are the same. 

The state CS agency shall implement an 
effective continuous monitoring strategy and 
program to ensure the continued effectiveness 
of security controls by maintaining ongoing 
awareness of information security, 
vulnerabilities, and threats to the information 
system housing FPLS information and CS 
confidential program information. 

The agency must develop a continuous 
monitoring strategy and implement a 
continuous monitoring program that includes: 
a. Establishment of agency-defined metrics to 
be monitored annually, at a minimum; 
b. Ongoing security control assessments in 
accordance with the agency continuous 
monitoring strategy; and 
c. Ongoing security status monitoring of 
agency-defined metrics in accordance with the 
agency continuous monitoring strategy. 

OCSE requirements based on: 

NIST SP 800-53 Rev 3, CA-7; NIST SP 800-
137, Information Security Continuous 
Monitoring for Federal Information Systems 
and Organizations; 45 CFR 95.621(f); 45 
CFR 307.13; and Federal Certification Guide, 
Chapter III, sections H3 and H4 

Section II A (6) 

The state CS agency system shall meet all 
requirements set forth in the Federal 
Certification Guide, Automated Systems for 
Child Support Enforcement: A Guide for 
State, section H, “Security and Privacy.” 

Most of the requirements in the Certification 
Guide deal with how the child support system 
should operate.  Only one section deals with 
security. Not applicable to IRS. 

OCSE requirements based on: 

45 CFR 302.85(a)(1); Federal Certification 
Guide, Chapter III, section H, “Security and 
Privacy” 

Section II A (7) 

The state CS agency shall document and 
report to OCSE’s Division of State and Tribal 
Systems (DSTS) significant changes to the 
state CS agency’s security procedures and 
provide copies of the appropriate updated 
security manual, disaster recovery plan, and 
risk analysis plan upon request. 

Pub 1075, Sections 9.3.14.2 and 7.4 

Update the risk assessment report at least 
every three years or whenever there are 
significant changes to the information system 
or environment of operation (including the 
identification of new threats and 
vulnerabilities) or other conditions that may 
impact the security state of the system. 
IRC 6103 limits the usage of FTI to only 

Not an IRS requirement but the IRS does 
require states to report changes to the 
information system environment. 

If major organizational or system framework 
changes have taken place an independent 
security assessment must be conducted and 
submitted to OCSE within six months of the 
change. 
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OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
those purposes explicitly defined. Due to the 
security implications, higher risk of 
unauthorized disclosure and potential for 
unauthorized use of FTI based on specific 
activities conducted, the Office of Safeguards 
requires advanced notification (45 days) prior 
to implementing certain operations or 
technology capabilities that require additional 
uses of the FTI. 
In addition to the initial receipt of FTI (see 
Section 2.1), the following circumstances or 
technology implementations require the 
agency to submit notification to the Office of 
Safeguards via the Office of Safeguards 
mailbox, at a minimum of 45 days ahead of 
the planned implementation for the following 
activities that involve FTI: 
• Cloud computing 
• Consolidated data center 
• Contractor access 
• Data warehouse processing 
• Non-agency-owned information 

systems 
• Tax modeling 
• Test environment 
• Virtualization of IT systems 

OCSE requirements based on: 

45 CFR 95.621(f); 45 CFR 307.13; OCSE 
Action Transmittal (AT)-03-03; and Federal 
Certification Guide, Chapter III, sections H1, 
H3, H4, and H5 

Section II A (8) 

The state CS agency security office shall 
conduct and/or participate in the biennial 
system security reviews of installations 
involved in the administration of the state CS 
agency program which, at a minimum, 
includes evaluations of physical and data 

Pub 1075, Section 7.2.1 

The following information must be updated in 
the SSR to reflect updates or changes 
regarding the agency or regarding 
safeguarding procedures within the reporting 
period: 

IRS requires the SSR, a larger, more detailed 
report that must be submitted annually. 

OCSE does not require agencies to submit the 
report every two years.  However, the report 
must be available in case OCSE requests it. 
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OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
security operating procedures and personnel 
practices, in accordance with 45 CFR Part 
95.621(f). The state CS agency shall make 
biennial system security reviews available to 
DSTS, upon request. 

• Changes to information or procedures 
previously reported 

• Current annual period safeguard 
activities 

• Planned actions affecting safeguard 
procedures 

• Agency use of contractors (non-
agency employees) 

OCSE requirements based on: 

45 CFR Part 95.621(f); and, OCSE Action 
Transmittal (AT)-03-03 

Section II B (1) Pub 1075, Section 6.4.5 The requirements are the same. 

The state CS agency shall restrict access to, 
and disclosure of, the FPLS information to 
authorized personnel who need the FPLS 
information to perform their official duties in 
connection with the authorized purposes 
specified in the security agreement. 

The agency’s review of the adequacy of its 
computer security provisions must provide 
reasonable assurance that access to FTI is 
limited to those personnel who have a need-
to-know.  This need-to-know must be 
enforced electronically as well as physically 
(see Internal Inspection Template on the 
Office of Safeguards website and Section 
9.3.1, Access Control and other portions of 
Section 9.0, Computer System Security, as 
applicable). 

OCSE requirements based on: 

Privacy Act 5 U.S.C. 552a (b)(1); 45 CFR 
303.3(b)(6); 45 CFR 303.21; and, 45 CFR 
307.13(a) and (b) 

Section II B (2) 

The state CS agency shall label printed reports 
containing FPLS information and CS 
confidential program information to denote 
the level of sensitivity of the information and 
limitations on distribution. 

Pub 1075, Sections 5.1 and 9.3.10.3 

FTI must be clearly labeled “Federal Tax 
Information” and handled in such a manner 
that it does not become misplaced or available 
to unauthorized personnel.  The agency must 
label removable media (CDs, DVDs, 
diskettes, magnetic tapes, external hard 
drives, and flash drives) and information 
system output containing FTI (reports, 
documents, data files, back-up tapes) 
indicating “Federal Tax Information.” 

IRS requirements are more specific about 
labeling. 

OCSE requirements based on: 

HHS-OCIO Policy for Information Systems 
Security and Privacy (IS2P) Handbook, MP, 
MS; NIST SP 800-53 Rev 3, MP-3, MP-4, 
MP-5, MP-6; and 45 CFR 307.13(a) and (b) 
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OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 

Section II B (3) Pub 1075, Section 6.2 Table 3 OCSE requirements based on: 

The state CS agency shall deliver security and 
privacy awareness training for authorized 
personnel. 

Training Requirements: 
Training Component, Applicability, and 
Section 
Disclosure Awareness 
Training - Unique to protection of FTI and 
prevention of unauthorized disclosure 6.3. 
Security Awareness 
Training - Provide basic security awareness 
training to information system users 9.3.2.2. 
Role-Based Training - Provides 
individualized training to personnel based on 
assigned security roles and responsibilities 
9.3.2.3. 
Contingency Training - Provides 
individualized training to personnel based on 
assigned roles and responsibilities as they 
relate to recovery of backup copies of FTI 
9.3.6.3. 
Incident Response Training - Provides 
individuals with agency-specific procedures 
to handle incidents. Provides individuals with 
IRS-specific requirements pertaining to 
incidents involving FTI 9.3.8.2 and 10.0. 

HHS OCIO Policy for IS2P Handbook, AT; 
FISMA; OMB Circular A-130; OMB M-07-
16; NIST SP 800-53 Rev 3, AT-2, AT-3; 
42 U.S.C. 654a(d); 45 CFR 307.13(c) and (d); 
and Federal Certification Guide, Chapter III, 
section H2 

Section II B (4) 

The state CS agency personnel with 
authorized access to the FPLS information 
and CS confidential program information 
shall sign (either in handwritten or electronic 
form) non-disclosure agreements, rules of 
behavior, or equivalent documents. 

Pub 1075, Section 9.3.12.3 

The agency must: 
a. Establish and make readily available to 
individuals requiring access to the information 
system, the rules that describe their 
responsibilities and expected behavior with 
regard to information and information system 

The requirements are the same. 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, USE; 
OMB Circular A130, Appendix III; OMB 
M-07-16; NIST SP 800-53 Rev 3, PS-6; 
42 U.S.C. 654a(d); 45 CFR 307.13(d); and 
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OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
usage; 
b. Receive a signed acknowledgement from 
such individuals, indicating that they have 
read, understand, and agree to abide by the 
rules of behavior, before authorizing access to 
information and the information system; 
c. Review and update the rules of behavior; 
d. Require individuals who have signed a 
previous version of the rules of behavior to 
read and re-sign when the rules of behavior 
are revised/updated; and 
e. Include in the rules of behavior, explicit 
restrictions on the use of social 
media/networking sites and posting agency 
information on public websites—the Office of 
Safeguards prohibits sharing FTI using any 
social media/networking sites. (CE1) 

Federal Certification Guide, Chapter III, 
section H2 

Section II B (5) Pub 1075, Section 9.3.1.2 The requirements are the same. 

The state CS agency shall maintain records of 
authorized personnel with access to the FPLS 
information and CS confidential program 
information.  

The agency must: 
a. Identify and select the accounts with access 
to FTI to support agency missions/business 
functions; 
b. Assign account managers for information 
system accounts; 
c. Establish conditions for group and role 
membership; 
d. Specify authorized users of the information 
system, group and role membership, and 
access authorizations (i.e., privileges) and 
other attributes (as required) for each account; 
e. Require approval for requests to create 
information system accounts; 
f. Create, enable, modify, disable, and remove 

OCSE requirements based on: 

NIST SP 800-53 Rev 3, AT-4 
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OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
information system accounts in accordance 
with documented agency account 
management procedures; 
g. Monitor the use of information system 
accounts; 
h. Notify account managers when accounts 
are no longer required, when users are 
terminated or transferred, or when individual 
information system usage or need-to-know 
permission changes; 
i. Authorize access to information systems 
that receive, process, store, or transmit FTI 
based on a valid access authorization, need-to-
know permission, and under the authority to 
re-disclosed FTI under the provisions of 
IRC 6103; 
j. Review accounts for compliance with 
account management requirements at a 
minimum of annually for user accounts and 
semi-annually for privileged accounts; and 
k. Establish a process for reissuing 
shared/group account credentials (if deployed) 
when individuals are removed from the group. 
The information system must automatically 
disable inactive accounts after 120 days of 
inactivity. (CE3) 

Section II B (6) 

The state CS agency shall have appropriate 
procedures in place to report security or 
privacy incidents (unauthorized disclosure or 
use involving personal information), or 
suspected incidents involving FPLS 
information. 

Pub 1075, Section 9.3.8.6 

The agency must: 
a. Require personnel to report suspected 
security incidents to internal agency 
incident response resources upon discovery of 
the incident; and 
b. Contact the appropriate special agent-in-

IRS requires notice within 24 hours. 

OCSE requires immediate or no later than one 
hour after discovery of the incident. 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, IR; 
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OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
charge, TIGTA, and the IRS Office of 
Safeguards immediately but no later than 24 
hours after identification of a possible issue 
involving FTI. 

OMB Circular A130, Appendix III; OMB 
M-07-16; NIST SP 800-53 Rev 3, IR-6; and 
Federal Certification Guide, Chapter III, 
section H2 

Section II B (7) Pub 1075, Section 9.3.11.2 The requirements are the same. 

The state CS agency shall maintain a list of 
personnel authorized to access facilities and 
systems processing sensitive data, including 
FPLS information and CS confidential 
program information.  

The agency must: 
a. Develop, approve, and maintain a list of 
individuals with authorized access to the 
facility where the information system resides; 
b. Issue authorization credentials for facility 
access; 
c. Review the access list detailing authorized 
facility access by individuals, at least 
annually; 
d. Remove individuals from the facility access 
list when access is no longer required; and 
e. Enforce physical access authorizations to 
the information system in addition to the 
physical access controls for the facility at 
spaces where FTI is received, processed, 
stored, or transmitted. (CE1) 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, PE; 
NIST SP 800-53 Rev 3, AC-2, PE-2; 45 CFR 
95.621(f); 45 CFR 307.13(b); and Federal 
Certification Guide, Chapter III, section H2 

Section II B (8) Pub 1075, Sections 4.7.1 and 9.3.11.3 IRS is more specific on physical security. 

The state CS agency shall use locks and other 
protective measures at all physical access 
points (including designated entry/exit points) 
to prevent unauthorized access to computer 
and support areas containing FPLS 
information and CS confidential program 
information. 

The agency must provide “locking hardware” 
to secure automated data processing 
equipment to large objects, such as desks or 
tables. Smaller, agency-owned equipment 
must be locked in a filing cabinet or desk 
drawer when not in use. 

The agency must: 
a. Enforce physical access authorizations at 
entry/exit points to facilities where the 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, PE; 
NIST SP 800-53 Rev 3, PE-3; 45 CFR 
95.621(f); and Federal Certification Guide, 
Chapter III, section H2 
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OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
information systems that receive, process, 
store, or transmit FTI reside by: 
1. Verifying individual access authorizations 
before granting access to the facility; and 
2. Controlling ingress/egress to the facility 
using physical access control systems/devices 
or guards. 
b. Maintain physical access audit logs for 
entry/exit points; 
c. Provide security safeguards to control 
access to areas within the facility officially 
designated as publicly accessible; 
d. Escort visitors and monitor visitor activity; 
e. Secure keys, combinations, and other 
physical access devices; 
f. Inventory physical access devices; and 
g. Change combinations and keys when an 
employee who knows the combination 
retires, terminates employment, or transfers to 
another position or at least annually. 

Section II B (9) Pub 1075, Section 4.2 Table 2 IRS requirements are more specific. 

The state CS agency shall store all FPLS 
information and CS confidential program 
information provided pursuant to this security 
agreement in an area that is physically safe 
from access by unauthorized persons during 
duty hours as well as non-duty hours or when 
not in use. 

Minimum Protection Standards Secured 
Perimeter 
The perimeter is enclosed by slab-to-slab 
walls constructed of durable materials and 
supplemented by periodic inspection.  Any 
lesser-type partition must be supplemented by 
electronic intrusion detection and fire 
detection systems. All doors entering the 
space must be locked in accordance with 
Locking Systems for Secured Areas.  In the 
case of a fence/gate, the fence must have 
intrusion detection devices or be continually 

OCSE requirements based on: 

HHS-OCIO Policy for IS2P Handbook, PE; 
NIST SP 800-53 Rev 3, PE-2, PE-3; 45 CFR 
95.621(f); and Federal Certification Guide, 
Chapter III, section H2 
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OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
guarded, and the gate must be either guarded 
or locked with intrusion alarms. 
Security Room A security room is a room that 
has been constructed to resist forced entry. 
The entire room must be enclosed by slab-to-
slab walls constructed of approved materials 
(e.g., masonry brick, concrete) and 
supplemented by periodic inspection, and 
entrance must be limited to specifically 
authorized personnel.  Door hinge pins must 
be non-removable or installed on the inside of 
the room. 
Badged Employee During business hours, if 
authorized personnel serve as the second 
barrier between FTI and unauthorized 
individuals, the authorized personnel must 
wear picture identification badges or 
credentials. The badge must be clearly 
displayed and worn above the waist. 
Security Container A security container is a 
storage device (e.g., turtle case, safe/vault) 
with a resistance to forced penetration, with a 
security lock with controlled access to keys or 
combinations. 
The MPS or “two barrier” rule applies to FTI, 
beginning at the FTI itself and extending 
outward to individuals without a need-to-
know.  The MPS provides the capability to 
deter, delay, or detect surreptitious entry. 
Protected information must be containerized 
in areas where other than authorized 
employees may have access after-hours. 
Using a common situation as an example, 
often an agency desires or requires that 

9/14/2015 12 



   
 

 
   

 
   

  
 
  

   
  

   
   

   
 

 
 

 
 

   

 

 
 

 
  

 
 

 
 

   
 

 
 

 
 

 
   

   
 

 
  

 
 

   
 

 

 
 

 
 

 
 

 
  

 
 

 

   
 

 
 

 

 
 

  

    
 

OCSE Security and Privacy Program for State Child Support Agencies
 

OCSE Requirement IRS Requirement Comments 
security personnel or custodial service 
workers or landlords for non-government 
owned facilities have access to locked 
buildings and rooms.  This may be permitted 
as long as there is a second barrier to prevent 
access to FTI.  A security guard, custodial 
services worker, or landlord may have access 
to a locked building or a locked room if FTI is 
in a locked security container.  If FTI is in a 
locked room but not in a locked security 
container, the guard, janitor, or landlord may 
have a key to the building but not the room. 

Section II B (10) 

The state CS agency shall prohibit FPLS 
information from being copied to, and stored 
on, digital media unless encrypted at the disk 
or device level, using a FIPS 140-2 compliant 
product.  

Pub 1075, Section 9.4.8 

Protection mechanisms must be in place in 
case a mobile device is lost or stolen—all data 
stored on the device must be encrypted, 
including internal storage and removable 
media storage, such as Micro Secure Digital 
(SD) cards. 

The requirements are the same. 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, 
NCRTP; OMB M-07-16; FIPS 140-2, 
Security Requirements for Cryptographic 
Modules; 45 CFR 95.621(f); and Federal 
Certification Guide, Chapter III, section H2 

Section II C (1) Pub 1075, Section 9.3.1.2 The requirements are the same. 

The state CS agency shall utilize and maintain 
technological (logical) access controls that 
limit access to FPLS information and CS 
confidential program information to only 
those personnel who are authorized for such 
access based on their official duties and 
identified in the records maintained by the 
state CS agency. 

The agency must: 
a. Identify and select the accounts with access 
to FTI to support agency missions/business 
functions; 
b. Assign account managers for information 
system accounts; 
c. Establish conditions for group and role 
membership; 
d. Specify authorized users of the information 
system, group and role membership, and 
access authorizations (i.e., privileges) and 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, AC; 
NIST SP 800-53 Rev 3, AC-2; U.S.C. 
654a(d); 45 CFR 95.621(f); 45 CFR 307.13; 
and Federal Certification Guide, Chapter III, 
section H2 

9/14/2015 13 
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OCSE Requirement IRS Requirement Comments 
other attributes (as required) for each account; 
e. Require approval for requests to create 
information system accounts; 
f. Create, enable, modify, disable, and remove 
information system accounts in accordance 
with documented agency account 
management procedures; 
g. Monitor the use of information system 
accounts; 
h. Notify account managers when accounts 
are no longer required, when users are 
terminated or transferred, or when individual 
information system usage or need-to-know 
permission changes; 
i. Authorize access to information systems 
that receive, process, store, or transmit FTI 
based on a valid access authorization, need-to-
know permission, and under the authority to 
re-disclosed FTI under the provisions of IRC 
6103; 
j. Review accounts for compliance with 
account management requirements at a 
minimum of annually for user accounts and 
semi-annually for privileged accounts; and 
k. Establish a process for reissuing 
shared/group account credentials (if deployed) 
when individuals are removed from the group. 
The information system must automatically 
disable inactive accounts after 120 days of 
inactivity. (CE3) 

Section II C (2) 

The state CS agency shall prevent browsing 
with technical controls that limit access to 

Pub 1075, Sections 1.4.7 and 9.3.1.2 

Limiting access to individuals on a need-to-
know basis reduces opportunities to “browse” 

The requirements are the same. 

OCSE requirements based on: 

9/14/2015 14 
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OCSE Requirement IRS Requirement Comments 
FPLS information and CS confidential 
program information to assigned cases and 
areas of responsibility or equivalent 
compensatory controls approved in writing by 
OCSE. 

or improperly view FTI. Restricting access to 
designated personnel minimizes improper 
access or disclosure. 
The agency must: 
a. Identify and select the accounts with access 
to FTI to support agency missions/business 
functions; 
b. Assign account managers for information 
system accounts; 
c. Establish conditions for group and role 
membership; 
d. Specify authorized users of the information 
system, group and role membership, and 
access authorizations (i.e., privileges) and 
other attributes (as required) for each account; 
e. Require approval for requests to create 
information system accounts; 
f. Create, enable, modify, disable, and remove 
information system accounts in accordance 
with documented agency account 
management procedures; 
g. Monitor the use of information system 
accounts; 
h. Notify account managers when accounts 
are no longer required, when users are 
terminated or transferred, or when individual 
information system usage or need-to-know 
permission changes; 
i. Authorize access to information systems 
that receive, process, store, or transmit FTI 
based on a valid access authorization, need-to-
know permission, and under the authority to 
re-disclosed FTI under the provisions of 
IRC 6103; 

NIST SP 800-53 Rev 3, AC-3; 45 CFR 
95.621(f); 45 CFR 307.13; and Federal 
Certification Guide, Chapter III, section H2 

9/14/2015 15 
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OCSE Requirement IRS Requirement Comments 
j. Review accounts for compliance with 
account management requirements at a 
minimum of annually for user accounts and 
semi-annually for privileged accounts; and 
k. Establish a process for reissuing 
shared/group account credentials (if deployed) 
when individuals are removed from the group. 
The information system must automatically 
disable inactive accounts after 120 days of 
inactivity. (CE3) 

Section II C (3) Pub 1075, Section 9.3.16.6 The requirements are the same. 

The state CS agency shall transmit and store 
all FPLS information provided pursuant to 
this security agreement in a manner that 
safeguards the information and prohibits 
unauthorized access. 

Information systems that receive, process, 
store, or transmit FTI, must: 
a. Protect the confidentiality and integrity of 
transmitted information. 
b. Implement cryptographic mechanisms to 
prevent unauthorized disclosure of FTI and 
detect changes to information during 
transmission across the wide area network 
(WAN) and within the local area network 
(LAN). (CE1) 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, MP; 
OMB M-06-16; OMB M-07-16; FIPS 140-2; 
NIST SP 800-53 Rev 3, MP-4, SC-8, SC-9, 
SC-33; 45 CFR 95.621(f); 45 CFR 307.13; 
and Federal Certification Guide, Chapter III, 
section H2 

Section II C (4) 

The state CS agency shall prohibit the use of 
digital media and computing and 
communications devices resident in 
commercial or public facilities, such as hotels, 
convention centers, and airports from 
transmitting and/or storing FPLS information 
and CS confidential program information. 

Pub 1075, Section 4.7.1 

The agency must retain ownership and 
control, for all hardware, software, and end-
point equipment connecting to public 
communication networks, where these are 
resident at all alternate work sites. 

The requirements are similar, but IRS is more 
specific in that IRS prohibits the use of any 
equipment except Government Furnished 
Equipment (GFE).  We can infer by this 
requirement that IRS would not permit the use 
of digital media or computing devices resident 
in commercial or public facilities because 
they are not agency-owned. 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, 

9/14/2015 16 
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OCSE Requirement IRS Requirement Comments 
POES; NIST SP 800-53 Rev 3, AC-19(4)(b), 
CM-8; 45 CFR 95.621(f); 45 CFR 307.13; 
and Federal Certification Guide, Chapter III, 
section H2 

Section II C (5) 

The state CS agency shall prohibit remote 
access to FPLS information, except through 
the use of a secure and encrypted (FIPS 140-2 
compliant) transmission link and using two-
factor authentication, as required by the 
federal Office of Management and Budget 
Memorandum 06-16 (OMB M-06-16). 

Pub 1075, Section 9.3.7.2 

Implement multi-factor authentication for all 
remote network access to privileged and non-
privileged accounts for information systems 
that receive, process, store, or transmit FTI. 
(CE1, CE2) 
Implement multi-factor authentication for 
remote access to privileged and non-
privileged accounts such that one of the 
factors is provided by a device separate from 
the system gaining access. NIST SP 800-63 
allows the use of software tokens. (CE11) 

IRS requires multifactor authentication and 
there is no provision for compensating 
controls. 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, RMT, 
IA; OMB M-06-16; OMB M-07-16; FIPS 
140-2; NIST SP 800-53 Rev 3, AC-17, IA-2, 
SC-8, SC-9 

Section II C (6) 

The state CS agency shall utilize a time-out 
function for remote access and mobile devices 
that require a user to re-authenticate after no 
more than 30 minutes of inactivity.   

Pub 1075, Section 9.3.1.10 

The information system must automatically 
terminate a user session after 15 minutes of 
inactivity. 

IRS requires 15 minutes. OCSE requires re-
authentication after 30 minutes of inactivity. 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, RMT; 
OMB M-06-16; OMB M-07-16; and Federal 
Certification Guide, Chapter III, section H2 

Section II C (7) 

The state CS agency shall maintain a fully 
automated audit trail system with audit 
records for FPLS information that, at a 
minimum, collect data associated with each 
query transaction to its initiator, capture date 
and time of system events, and types of 
events.  

Pub 1075, Sections 9.3.3.4 and 9.3.3.11 

The information system must: 
a. Generate audit records containing 
information that establishes what type of 
event occurred, when the event occurred, 
where the event occurred, the source of the 
event, the outcome of the event, and the 
identity of any individuals or subjects 

IRS has specific events to capture over and 
above OCSE. 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, AU; 
NIST SP 800-53 Rev 3, AU-2, AU-3, AU-6, 
AU-8, AU-9, AU-11; and Federal 
Certification Guide, Chapter III, sections H2 
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OCSE Requirement IRS Requirement Comments 
associated with the event; and 
b. Generate audit records containing details to 
facilitate the reconstruction of events if 
unauthorized activity or a malfunction occurs 
or is suspected in the audit records for audit 
events identified by type, location, or subject. 
(CE1) 
The agency must retain audit records for 
seven years to provide support for after-the-
fact investigations of security incidents and to 
meet regulatory and agency information 
retention requirements. 

and H3 

Section II C (8) 

The state CS agency shall log each computer 
readable data extract (secondary store or file 
with duplicate CS confidential program 
information) from any databases holding 
FPLS information and verify that each extract 
has been erased within 90 days after 
completing required use.  

Pub 1075, Section 8.3 

FTI furnished to the user and any paper 
material generated therefrom, such as copies, 
photo impressions, computer printouts, notes, 
and work papers, must be destroyed by 
burning or shredding.  If a method other than 
burning or shredding is used, that method 
must make the FTI unreadable or unusable. 

IRS requires all prints and electronic copies to 
be logged and destroyed. 

The OMB requirements should apply to all 
federal agencies, so the IRS is subject to this 
rule. 

FISMA’s requirements follow agency 
information into any system, which processes, 
stores, or transmits such information on behalf 
of the agency.  FISMA is unambiguous 
regarding the extent to which contractor-
owned or managed systems must comply with 
FISMA requirements. To the extent that 
contractor, state, or grantee systems process, 
store, or transmit federal information (for 
which the agency continues to be responsible 
for maintaining control), the RMF must be 
applied using the same NIST standards and 
guidelines as if they were a government-
owned or -operated system. 

9/14/2015 18 
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OCSE Requirement IRS Requirement Comments 
OCSE requirements based on: 

OMB M-06-16; OMB M-07-16 
Section II C (9) Pub 1075, Section 9.3.10.6 IRS provides specifics as to erasure. 

The state CS agency shall erase electronic 
records after completing authorized use in 
accordance with the retention and disposition 
requirements in section III of this security 
agreement. 

Agencies must review and approve media to 
be sanitized to ensure compliance with 
records-retention policies. 
Tracking/documenting actions include, for 
example, listing personnel who reviewed and 
approved sanitization and disposal actions, 
types of media sanitized, specific files stored 
on the media, sanitization methods used, date 
and time of the sanitization actions, personnel 
who performed the sanitization, verification 
actions taken, personnel who performed the 
verification, and disposal action taken. 
Agencies verify that the sanitization of the 
media was effective prior to disposal (see 
Section 9.3.17.9, Information Handling and 
Retention (SI-12)). 
The agency must restrict the use of 
information system media (e.g., diskettes, 
magnetic tapes,  external/removable hard 
drives, flash/thumb drives, CDs, DVDs) on 
information systems that receive, process, 
store, or transmit FTI using physical or 
automated controls. 

No specific guidance regarding erasure from 
OCSE.  From security addendum…The state 
agency shall erase electronic records after 
completing authorized use in accordance with 
the retention and disposition requirements in 
the agreement. OCSE erases the electronic 
records after completing authorized use in 
accordance with the retention and disposition 
requirements in the agreement. 

OCSE requirements based on: 

Privacy Act 5 U.S.C. 552a; 45 CFR 95.621(f); 
45 CFR 307.13; and Federal Certification 
Guide, Chapter III, sections H2, H3, and H4 

Section II C (10) 

The state CS agency shall implement a 
Network Access Control (NAC) (also known 
as Network Admission Control) solution in 
conjunction with a virtual private network 

Pub 1075, Sections 4.7.1 and 4.7.3 

The agency must retain ownership and 
control, for all hardware, software, and end-
point equipment connecting to public 
communication networks, where these are 

IRS does not require a NAC but they only 
permit GFE. 

OCSE requirements based on: 

HHS OCIO Policy for IS2P Handbook, 

9/14/2015 19 
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OCSE Requirement IRS Requirement Comments 
(VPN) option to enforce security policy 
compliance on all state and non-state devices 
that attempt to gain access to or use FPLS 
information.  

resident at all alternate work sites. 

The agency must maintain a policy for the 
security of alternative work sites. The agency 
must coordinate with the managing host 
system(s) and any networks and maintain 
documentation on the test.  Before 
implementation, the agency will certify that 
the security controls are adequate for security 
needs. 

S-RMT.1; NIST SP 800-53 Rev 3, AC-17, 
AC-20, IA-2, IA-3; and Federal Certification 
Guide, Chapter III, sections H2, H3, and H4 

Section IV 1 

Alerts the FPLS ISSO designated on this 
security agreement immediately upon 
discovery, but in no case later than one hour 
after discovery of the incident. 

Pub 1075, Section 10.1 

Upon discovering a possible improper 
inspection or disclosure of FTI, including 
breaches and security incidents, by a federal 
employee, a state employee, or any other 
person, the individual making the observation 
or receiving information must contact the 
office of the appropriate special agent-in-
charge, TIGTA immediately, but no later than 
24 hours after identification of a possible 
issue involving FTI. Call the local TIGTA 
Field Division Office first. 

Section 10.3 

The agency must not wait to conduct an 
internal investigation to determine if FTI was 
involved in an unauthorized disclosure or data 
breach.  If FTI may have been involved, the 
agency must contact TIGTA and the IRS 
immediately. The agency will cooperate with 
TIGTA and Office of Safeguards 
investigators, providing data and access as 

IRS requires a report within 24 hours. 

OCSE requirements are based on OMB 
M-07-16. 
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OCSE Requirement IRS Requirement Comments 
needed to determine the facts and 
circumstances of the incident. 
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